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Abstract

This work develops an innovative perimeter loop configuration aimed at surpassing the limitations of conven-
tional alarm systems. The proposed design enables the integration of a large number of sensors into a single
monitoring loop, using only two connecting wires, and is compatible with the commonly used normally closed
(NC) connection. The custom perimeter system features simplified installation with the use of standardized
parametrizing resistors, and includes a calibration method to enhance detection accuracy. A prototype was
tested with 20 magnetic contacts, demonstrating that wire resistance and the tolerance of parametrizing resistors
are critical factors influencing system performance. In practical trials, a maximum of 15 sensors could be reli-
ably detected. However, the introduction of calibration procedure allowed for an increased detection of up to
20 sensors. The system, which can handle numerous closely spaced control points, also features battery backup
capability to ensure operation during power failures. Overall, the system effectively manages complex moni-
toring requirements and provides reliable performance under various conditions.

Keywords: alarm system, perimeter loop, parametrized line, end-of-line resistor, magnetic contacts, reed
switches

1. Introduction

Alarm systems play a crucial role in ensuring security in privet residences, workplaces, stores, var-
ious industrial facilities, etc. Their primary function is twofold: they act as a deterrent to potential bur-
glars and provide real-time alerts to property owners in the event of a breach of the protected area [1].
Modern systems can also be used for monitoring the current status of various points within the property
(e.g., whether doors or windows are open or closed, or the current value of a measured physical param-
eter, such as temperature in a room). This allows property owners to have greater control and awareness
of their environment, even when they are away from the premises. In contemporary technology-driven
world, manufacturers are continually developing more advanced solutions that go beyond mere anti-
burglary functions [2]. Many alarm systems are now integrated with smart home automation features,
offering enhanced convenience and functionality [3, 4]. For instance, such systems can be connected to
lighting, heating, ventilation or air conditioning systems, allowing users to remotely control and monitor
these functionalities through mobile apps or other interfaces.

In the case of perimeter systems, a breach of the designated monitoring zone is detected by utilizing
an appropriate number of so-called intrusion sensors [5, 6]. There are various types of these access
devices, each designed to meet specific security needs depending on the environment and the level of
protection required. These include, among others, contact sensors (magnetic contacts, reed switches)
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that detect the opening of windows or doors [7], motion detectors, sound and vibration sensors [8] or
infrared barriers [9]. Each of these sensors is carefully selected and positioned to cover potential points
of entry or vulnerable areas within the perimeter. The choice and number of sensors depend on several
factors, including the size of the area to be monitored, the nature of the threats, and the specific security
requirements of the property.

Equally important is the method of connecting intrusion sensors to the central control unit, which
oversees the operation of the alarm system [10]. The way in which these connections are established can
significantly impact the reliability, responsiveness, and maintainability of the entire security system. In
traditional alarm systems, all access devices are typically hardwired directly to dedicated inputs on the
control panel or in series with an existing monitoring loop. It should be noted that wired connections are
generally more reliable, they are less prone to interference from external sources, such as wireless sig-
nals or physical obstacles that can disrupt communication. They are less vulnerable to hacking or signal
jamming, which can be a concern with wireless systems. Tampering with a wired connection would
require physical access to the cables, making it more difficult for an intruder to disable the system with-
out triggering an alarm. Moreover, in a wired system, sensors typically draw power directly from the
central control unit, eliminating the need for individual batteries [11]. This reduces the maintenance
required to keep the system operational, as there are no batteries to replace. However, the traditional
wired approach also presents certain challenges. Installing a wired alarm system can be labour-intensive
and requires careful planning, particularly in large or complex buildings. Wired systems are less flexible
when it comes to relocating sensors or making changes to the layout of the system. From an economic
standpoint concerning installation costs, both wired and wireless systems have their advantages and
disadvantages [12]. In this aspect, only considerations specific to a particular scenario provide a meas-
urable comparison.

In scientific literature, the topic of wired perimeter systems in the scope of their construction and
operation is rarely addressed in detail. However, certain recent research activities addressed the reliabil-
ity of reed switches. In these studies, the magnetic contacts were exposed to varying temperatures [13]
or multiple switching repetitions [14]. Conversely, there is a substantial body of research focused on
wireless solutions, which is quite understandable given the advancements in radio communications tech-
nology [15]. Wireless systems offer numerous advantages over traditional wired counterparts, such as
greater flexibility in installation and easier adaptation to changing environments. However, they come
with their own set of challenges, including the need for regular maintenance to replace power sources
(as they operate remotely and are battery-powered) [11], which can be a significant inconvenience, par-
ticularly in large protected areas with numerous access points. Additionally, the costs for radio frequency
components in sensors and central receiving units must be taken into account in installation projects.
Electromagnetic interference generated in the environment [16] or cyber security of communication
networks [17] also have a significant impact on the reliable operation of the wireless alarm systems.
Nevertheless, there are numerous examples in the literature of research efforts aimed at effectively re-
placing the components of typical wired perimeter systems by creating novel and unconventional com-
ponents. For instance, these include the contact glass-break detector [18], which provides a specialized
mechanism for detecting vibrations, or a highly sophisticated solution involving autonomous drones
working in tandem with a set of video cameras that remain inactive until an event is detected [19].
Another notable example is the use of radar sensors to enable early warning capabilities and track the
path of an intruder [20]. These innovative approaches highlight the ongoing quest to enhance security
systems by leveraging advanced technologies and optimizing operational efficiency.

Based on the identified limitations and drawbacks of existing alarm systems, an innovative perim-
eter monitoring installation has been developed by the authors. In the presented work, special attention
was given to the number of possible control points that a user can connect to a single input on the control
panel or expansion module, as well as the complexity of the wiring required with an increasing number
of nodes in a single loop. The analysis led to the development of the custom perimeter system solution
that addresses these shortcomings and allows for the connection of the maximum number of intrusion
sensors using the fewest possible wires. The primary objective of the presented study is to ensure the
system can accurately detect which of the numerous monitored control points has been triggered within
an extensive monitoring loop and to communicate this information to the user. In the view of the authors,
their proposed solution simplifies the installation process while maintaining the system's reliability.
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2. Research Assumptions

2.1. Effectiveness and Limitations of Perimeter Line Configurations

A typical manufacturer of alarm devices offers a range of more or less advanced control panels,
designed for applications ranging from the simplest home installations to extensive industrial surveil-
lance areas. These devices primarily differ in the number of inputs, outputs, and built-in functions. This
allows the user to select a device that suits their specific needs while taking economic considerations
into account.

As an example, the most cutting-edge products from manufacturers active in the local alarm control
panel market are present in Table 1 [21-27]. The most advanced control panel, supported by expanders,
can handle up to 256 sensors. It is important to note that the manufacturer provides the number of inputs
available on the main board alone and additionally the maximum number of inputs that can be supported
through additional expansion modules. It should also be noted that the main control panel board can
manage only up to 16 wired sensors, while each expander can handle only 8. To utilize the 256 inputs
claimed by the manufacturer, it is necessary to use as many as 30 expansion modules. The cost of one
expander is about 1/5 of the price of the control panel itself. Therefore, a significant portion of the costs
incurred in building a multi-point surveillance system is allocated to input expanders. Consequently,
a desirable solution is a system that allows the connection of a large number of alarm sensors without
the use of additional expansion modules.

From the perspective of creating a perimeter installation, manufacturers of control panels adhere to
established standards that define the types of inputs designed for connecting wired sensors (Fig. 1).
These inputs include those operating as NC (Normally Closed), NO (Normally Open), as well as param-
eterized configurations such as EOL/NC (End of Line/Normally Closed), 2EOL/NC, 3EOL/NC, and
their corresponding EOL/NO (End of Line/Normally Open), 2EOL/NO or 3EOL/NO versions [7, 28,
29]. Standards involving more complex resistor configurations, such as 4EOL, 5EOL, etc., are not com-
monly used in commercial products; whereas 3EOL type is rarely available and only found in the most
advanced devices (e.g. in Integra 256 Plus).

Table 1. Comparison of control panels with potential for use in wired perimeter alarm systems

Control panel
Parameters ROPAM [21,22] | DSC [23, 24] | Paradox [25, 26] Satel [27]
NeoGSM-1P-64 HS2128 Spectra SP7000 | Integra 256 Plus

Number of physical inputs for wired sensors 16 8 16 16
on main board of control panel

Maximum number of wired inputs that can 64 128 32 256
be managed through expanders

Number of partitions / zones 4 8 2 8/32
Number of physical outputs on the control 8 4 4 16
panel's main board

Number of programmable outputs that can 40 148 16 256

be managed through expanders
Permissible configuration of input lines NC, NO, EOL/NC, EOL/NO, 2EOL/NC,2EOL/NO
and 3EOL/NC¥*, 3EOL/NO* (*only Integra 256 Plus)

Parameterization involves incorporating additional resistors into the circuit with the sensor’s detec-
tor / switch [28]. From an electrical standpoint, switching to the additional resistance changes the equiv-
alent resistance of the alarm circuit. In this way, the additional state of sensor activity can be distin-
guished. Manufacturers of alarm system use this technique to integrate security functions (e.g., tamper
detection, beam obstruction, or removal of the device from its mounting surface) directly into the alarm
sensor. This allows for monitoring the integrity of the perimeter lines, thereby increasing the system’s
reliability by preventing tampering or damage to the connection wires.

In alarm systems, NC connections (Fig. 1-a) are more commonly used due to the additional security
they provide against potential damage to the alarm loop. Interrupting the continuity of the wire imme-
diately triggers a response from the alarm control panel. In the case of NO inputs (Fig. 1-b), when the
circuit's continuity is interrupted, it is not possible to determine if the sensor has been triggered to the
close state. Unfortunately, the NC solution also has an additional drawback: if the circuit is normally
closed by the sensor’s detector / switch (SWx in Fig. 1), current always flows through the alarm loop
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during standby. The only way to limit this current is to use the resistors. By adding these resistors, the
perimeter loop is converted into an EOL parameterized line (Fig. 1-c).

P4 COoM z COoM z COoM

z COoM

2EOL/NCO

R1
T

z COM

R2
e)

Fig. 1. Types of connections in parametrized lines: a) NC; b) NO; c) EOL/NC; d) EOL/NO; e) 2EOL/NC; f) 2EOL/NO;
g) 3EOL/NC; h) 3EOL/NO; A — alarm; T — tamper; M — masking

The parametrizing resistor R is connected either in series (Fig. 1-¢) or parallel (Fig. 1-d), depending
on the required default standby state (NO or NC sensor). For the NC line (Fig. 1-¢), the primary standby
state is the closed circuit through the resistor R and switch SW. The second activation state (open state)
occurs when the switch SW is open and no current flows. The third state can be triggered if a short
circuit, caused by damage to the connection wires, happens between the sensor and the input of the
control panel. In the event of wire breakage, it is impossible to distinguish this state from the triggered
state, as in both cases, no current flows through the circuit. This approach is advantageous because, as
mentioned earlier, it allows for the detection of a short circuit in the installation, caused by accidental
reasons or tampering attempts. In the case of the EOL/NO line (Fig. 1-d), the default state is reversed.
Additionally, for an NO sensor, it is possible to distinguish the sensor's activation state from the state of
a broken connection. Thus, in the EOL/NC configuration, it is possible to detect a short circuit in the
perimeter loop, whereas in the EOL/NO configuration, it is possible to detect broken wires.

Another variation is the 2EOL configuration (Fig. 1-e, f), which uses two resistors R1 and R2 and
two switches SW1 and SW2. Typically, the additional switch is used by the alarm sensor as an extra
protection to detect tampering attempts, such as opening the enclosure or detaching it from the wall.
Each subsequent state is distinguished by a different equivalent resistance Rz value observed between
the ‘Z’ and ‘COM’ terminals and for 2EOL/NC configuration (Fig. 1-e) it is equal:

e R, =R; —SW1 closed, SW2 closed => standby state,

o R, = o) — SW1 opened, SW2 closed or opened => temper state or broken line,

e R, = 00 —short circuit in the installation, state of SW1 and SW2 any => fault state,

e R, =R; + R, —SW1I1 closed, SW2 opened => alarm state.

Similar considerations can also be applied to the 2EOL/NO line (Fig. 1-f):

e R, =R; + R, —SWI1 closed, SW2 opened => standby state,

e R, = o) — SW1 opened, SW2 closed or opened => temper state or broken line,

e R, = 0Q - short circuit in the installation, state of SW1 and SW2 any => fault state,

e R; = R; —SWI1 closed, SW2 closed => alarm state.

As can be observed, the standby and alarm states for the 2EOL/NC circuit are reversed compared
to the 2EOL/NO circuit. In both circuits, it is not possible to detect a separate case of a break in the
continuity of the connection wiring. In either case, this state is always associated with tampering. It
should also be noted that the values of both resistors can be the same, as this does not affect the ability
to distinguish between the individual states. In one case, the equivalent resistance of the circuit is equal
to Ry, while in the other case it is the sum of the series connection of R; and R,. Regardless of the resistor
values used, it is always possible to differentiate between these two states.
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The 3EOL configuration (Fig. 1-g, h) is supplemented with an additional switch and resistor, which
allows for the differentiation of an extra state. However, this modification introduces some complica-
tions. When resistors with the same values are used, it becomes impossible to distinguish between the
activation states of switches SW2 and SW3. In both cases, the equivalent resistance is equal to the sum
of the resistances. Therefore, manufacturers recommend that resistor R3 should have a value equal to
the sum of Ry and Rz in series. Nevertheless, to correctly distinguish between states, it is sufficient to
apply different values to the mentioned resistors and for 2EOL/NC configuration (Fig. 1-g) the re-
sistance equivalent Rz is equal:

e R, =R; - SW1 closed, SW2 closed, SW3 closed => standby state,

e R; = o) — SW1 opened, SW2 and SW3 closed or opened => temper state or broken line,

e R, = 00 - short circuit in the installation, state of SW1 and SW2 any => fault state,

® R; =R;+ R, —SW1closed, SW2 opened, SW3 closed => alarm state,

e R; =R; + R; —SW1 closed, SW2 closed, SW3 opened => antimasking state,

e R; =R;+ R, + R;—SWI1and SW2 and SW3 opened => alarm with antimasking state.

Similar considerations can also be applied to the 3EOL/NO line (Fig. 1-h):

e R; =R;+ R, —SW1closed, SW2 opened, SW3 closed => standby state,

o R, = o) — SW1 opened, SW2 and SW3 closed or opened => temper state or broken line,

e R, = 00 - short circuit in the installation, state of SW1 and SW2 any => fault state,

e R, = R; —SW1and SW2 and SW3 closed => alarm state,

e R, =R;+R,+ R;—SWL closed, SW2 opened, SW3 opened => antimasking state,

e R; =R; + R; — SW1 closed, SW2 closed, SW3 opened => alarm with antimasking state.

As with the 2EOL line, the alarm and standby states for NO and NC are reversed. This also applies
to the additional states present only in the 3EOL line. This type of parameterized line is most commonly
used by manufacturers for infrared barriers and motion detectors, incorporating anti-masking to detect
attempts to obstruct the emitted infrared beam.

2.2. Perimeter Loop with Numerous Intrusion Sensors

In the alarm system market, it is difficult to find products that efficiently handle a large number of
intrusion sensors installed across multitude windows and doors within a single monitoring zone. If the
requirements specify that each window in a hall must be protected by contact sensors or more advanced
monitoring units (such as a vibration, glass break, or ultrasonic sensors), and if it is necessary to distin-
guish which access point has been breached, there is no other option but to use separate inputs on the
alarm control panel for each sensor. When designing a perimeter alarm circuit under such requirements,
several challenges have to be addressed. The first one is the complexity and significant expansion of the
wiring circuit, as separate cables must be run to each access point (Fig. 2). For example, in parallel
perimeter loop, a bundle of wires coming directly from the alarm control panel in a configuration with
multiple windows have a large diameter due to the high number of individual cores within the cable.
The second, and more serious, problem is the limited availability of alarm inputs, especially in budget
versions of commercial control panels.

!. “ T |l Seriarl perimeter loop
j j _} Control panel

com

Control panel
COM

IN1 IN2...IN3 IN4

Parallel perimeter loop ] ]—‘

Fig. 2. Example of perimeter alarm line diagram for multiple windows protected by reed switches: parallel perimeter loop —
each sensor connected separately to one input of control panel; serial perimeter loop — connection of sensors in series to one
input of control panel

IN1_IN2 ... IN3 IN4

A potential solution to the above-mentioned problems is to connect the intrusion sensors in series
(Fig. 2). This approach reduces the number of inputs used on the alarm control panel. It also simplifies
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the wiring installation, as only two wires extend from the control panel. The drawback of this configu-
ration is the inability to determine which sensor in the series is triggered at alarm moment. Typically,
this limitation is of minor importance, as the most crucial information for the user is that the perimeter
loop has been interrupted, possibly indicating the monitored zone or room, rather than the precise loca-
tion of the triggered sensor. This holds true for a simple installation with only a few sensors. However,
in the case of a complex installation with a large number of control points, this system limitation can
become problematic. For example, servicing the entire installation becomes challenging. In the event of
a sensor failure, each sensor has to be checked individually, which is time-consuming. The ideal con-
figuration is a circuit in which, despite connecting multiple sensors using only two wires, it is still pos-
sible to identify which monitoring point is triggered during an alarm. This capability is partially provided
by the 3EOL parameterized line (Fig. 1-g, h), which could be further modified with additional sections
to an nEOL type. The expansion method, allowing to manage a larger number of sensors, is illustrated
in Figure 3. The modification involves implementing additional sections of switches with resistors con-
nected in parallel to the existing setup. Each switch corresponds to each alarm detector.

z nEOL/NC
swi Sw2
R1 R2 o Rn

Fig. 3. The modified nEOL/NC configuration, which includes additional sections

The equivalent resistance Rz of the nEOL circuit depends on which of the switches is open. When
one of the switches is open, the resistor connected in parallel with it is no longer short-circuited by the
circuit branch. This modification requires that each resistor has a different resistance value, because only
then it is possible to determine which switch has been opened. The need to use different resistor values
is not the only challenge here. When two or more switches are open, the value of Rz equals the sum of
the series-connected resistors that are not short-circuited. It is possible that the obtained sum could match
the resistance value of another open section. This would result in an incorrect identification of the breach
point within the supervised zone. To ensure accurate detection when multiple monitoring points are
triggered simultaneously, each subsequent section should be equipped with resistors of progressively
increasing resistance. Mathematically, this relationship can be expressed as follows:

Rz > X5 Ri, 1)

where n denotes the index of successive resistance R;in the system.

In order to determine which sensor has been activated, each possible state must be defined and
distinguished. Therefore, the nEOL configuration is challenging to implement due to the large number
of possible combinations 2™ (e.g., 1024 for 10 points) that need to be distinguished. Additionally, there
is a problem during the installation of the alarm system. Each loop section requires different resistor
values, which complicates the assembly process and increases the likelihood of errors by installers.

2.3. Concepion of Custom Perimeter Alarm System

The custom perimeter alarm system (Fig. 4-a), as proposed by the authors, is structurally similar to
the 3EOL configuration. The states of the perimeter loop are distinguished by changes in the equivalent
resistance Rz observed at nodes A and B (Fig. 4-b).

In the performed analysis, zero resistance Ry is assumed for the wires and switches in the branches.
When all switches are closed, the equivalent resistance Rz of the circuit is infinitely small because all
resistors are bypassed. If any switch is open, the electrical potential at node A differs from that at node
B. All resistors from the terminal Z to the open switch are not bypassed and actively contribute to the
equivalent resistance. Meanwhile, all resistors to the right of the open switch remain unchanged — they
are still bypassed and do not affect the value of Rz. In the example (five monitored access node, the third
section triggers alarm) shown in Figure 4-b, the equivalent resistance of the circuit is equal to the parallel
combination of Ry, Rz, and Ra.
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ﬂ) z comQO Oz com ()
i Custom EOL/NC Rz=Ri|| Rzl Rs
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a') e b b) oO—0 O— T Y

Fig. 4. Diagram of custom perimeter loop: a) Idea; b) Example of five nodes; SW3 open; current flow is marked in red

In the Custom EOL configuration, the equivalent resistance Rz for any open switch, regardless of
its number, is described by the following relationship:
1
Rz == )

==
Zi:lR_i

where n denotes the index of the switch that is open, and R; represents the resistances of the various
resistors in the circuit. If resistors with equal values are used instead of different ones, the relationship
(2) simplifies to the form:

RZ =

R
n

, @)

x| 3 -

where R represents the common resistance value for all resistors. Using identical pull-up resistors to the
COM terminal means that for the n-th active switch, the equivalent resistance of the circuit is equal to
the resistance of a single pull-up resistor divided by the index number of the open switch, counted from
the terminal Z.

Each section in the perimeter loop corresponds to a single access point. Each subsequent switch
has a lower priority compared to the previous one, meaning that when multiple points are activated
simultaneously, the circuit's state is defined by the section with the smallest index. For example, if
switches SW1, SW3, and SW5 are open, the equivalent resistance of the circuit corresponds only to the
open state of SW1. This is a limitation of the Custom EOL configuration, as it is not possible to differ-
entiate multiple monitored nodes being activated at the same time. Nevertheless, it is possible to detect
each triggered alarm individually, one by one, according to their ascending numbers. At the moment the
alarm loop is first interrupted, it is possible to determine where the breach occurred, which is crucial.
This information allows for addressing the breach and moving on to manage next access points if they
have also been activated.

The developed configuration of perimeter loop is simple to service. If an access point is damaged
or the installation wires are interrupted, locating the fault is straightforward. It is only necessary to check
the indicated access point and the wires between adjacent points. An additional advantage is the sim-
plicity of implementing this solution compared to the 3EOL system and its extended modification
(Fig. 3). The Custom EOL configuration does not require resistors with various values, also simplifying
the assembly process. The limitation of these extended configurations is that they only support sensors
with NC (normally closed) outputs.

3. System Evaluation

3.1. Design of Custom Perimeter Alarm System

The method of installation in real conditions (supervised zone secured with a perimeter loop of NC-
type reed switches) is shown in Figure 5. The developed Custom EOL configuration requires additional
pull-up resistors between the switches and the neutral point of the COM circuit. However, it is important
to emphasize that, unlike in nNEOL, the resistance value is the same for all resistors.
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| Windows / doors

Control panel

155 1

IN1 _IN2... INx INy
LN ]

R R R R

Fig. 5. Diagram of Custom EOL configuration of perimeter line secured with type NC reed switches

Because the alarm state of any access point is determined by changes in the equivalent resistance
Rz of the perimeter loop, it is necessary to propose an appropriate measurement method. Values of Rz
can be obtained using a voltage divider circuit combined with an analog-to-digital converter (ADC,
Fig. 6-a). By carefully selecting the resistance ratio, it is possible to maximize the voltage change for
the alarm state of each subsequent intrusion sensor.

1000,0

>
S
)
172}
«©
o
9 1
®
o
S
°
>
Ll e T P —— P R ] P
220 Q 470 Q 680 Q —820 Q —1000Q =—1200Q —1600Q
—2200Q =—4700Q —6800Q —A/C 12bit - A/C 10bit --A/C 8bit
o1 ( 10 20 30 40 50 60 70
b) Number of breached sensors

Fig. 6. Measurement of equivalent resistance Rz: a) Signal conditioning circuit diagram; RPU — pull-up resistor; RLFP and
CLPF- low-pass filter resistor and capacitor; V — supply voltage; ADC — analog-to-digital converter; b) Voltage change in-
crement at divider’s output relative to the next activated sensor for various resistor R values in perimeter loop; Reu = 47 Q

The change in voltage increment relative to the next activated sensor for several different resistance
values R added to each section of the perimeter loop is presented in Figure 6-b. Thus, all resistors that
make up the equivalent resistance Rz have the same resistance value, and the upper resistor RPU in the
voltage divider circuit has a constant value for all cases. As can be observed, the voltage increment is
negative and changes in an exponential manner. The voltage decrement for sensor in the alarm state that
is closer to the beginning of the loop is significantly larger than for that one that is closer to the end.

Therefore, the shape of the increment curve can be modelled by adjusting the resistance values in
the divider. The optimal value is the one that provides the greatest voltage change for a given number
of sections. In most cases, the method for selecting resistance involves finding (Fig. 6-b) the point on
the curve corresponding to the greatest increment. If two or more curves intersect near the found point,
the one that provides the greatest voltage change for the initial sensors is chosen. For example, for a loop
with 30 sections, the optimal resistance is R = 1600 Q. Nevertheless, the smallest possible values are
preferred due to their lower susceptibility to interference, which can be induced in the connecting wires,
for example, through inductive or capacitive coupling. Therefore, the upper resistor in the divider should
be small, on the order of several tens of ohms. For this reason, Rp; = 47 ( is used in the calculations.
The Rz resistance can also be included in the voltage divider (Fig. 6-a) as the upper resistor. By main-
taining the resistance ratios, only the sign of the voltage increment will change.

Additional lines, corresponding to the minimum voltage values that can be distinguished by ADC
converters with resolutions of 8, 10, and 12 bits, are included in Figure 6-b. As can be observed, the 8-
bit converter does not provide sufficient resolution for correct operation across the entire intended range.
Its line intersects the voltage increment curves in all cases. If the loop configuration is limited to 20
sections, an 8-bit converter could theoretically suffice. However, the difference between the voltage
change upon sensor activation and its voltage resolution is too small for proper alarm state detection,
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especially with higher resistance, such as R = 6800 Q. The 10-bit and 12-bit ADC converters have
sufficient resolution and can be used in the considered operating scenarios. The best results are obtained
using the 12-bit converter, as it allows for a more precise determination of the voltage difference.

3.2. System Efficiency in Real Conditions

The measured voltage value for a given state of perimeter loop is slightly different from the ideal
value obtained from calculations. This is due to the influence of real-world parameters such as resistor
tolerance, non-zero wire resistance, uncertainties in the ADC, and interferences. For this reason, it is
necessary to determine the voltage ranges within which the value must fall in order to correspond to the
perimeter loop state associated with the activated intrusion sensor. The boundaries of these ranges are
calculated by dividing the increment between two adjacent states in half and adding the resulting value
to the previous state (Fig. 7-a). The width of these ranges defines the correct operating limits of the
system.

Us1+Usz— Usz Uspa# Usn= Usn1 Custom EOL/NC
: e :
I I
S1  |S1,S2 'Sn|  Sn
| I
-- [ N N ]
ud UL U

a) b)
Fig. 7. System efficiency in real conditions: a) Method for calculating the voltage ranges for each state; b) Electrical equiva-
lent of perimeter loop, taking into account resistance of wires Rx

To examine the impact of real-world parameters, the effect of wire non-zero resistance and resistor
tolerances is considered for the worst-case scenarios (Fig. 7-b). The worst-case scenario is defined as
the combination of extreme tolerance values for both the upper resistor in the divider and the resistors
on the alarm loop side. The extreme resistance values are determined by the common resistors’ toler-
ance.

The resistance of the connecting wires Ry depends on the type of wire used in the alarm installation.
Typically, multi-core cables of type YTDY 6x0.5 mm (with a single wire diameter of 0.5 mm) are used.
Knowing the diameter and material of the wire, it is possible to calculate the resistance for a given length
using the following mathematical formula:

!
R=p- (4)

where p means resistivity of copper, | — length of conductor, A — cross-sectional area. Thus, for YTDY
6x0.5 mm, the resistance per meter is equal 89.35 mQ.

Since resistance depends on the length of the wire between successive sensors, numerical calcula-
tions were conducted for several lengths: 1 m, 3 m, and 5 m. Tolerances of 1% and 5% were also con-
sidered. Simulations were conducted for a perimeter loop with 30 sensors, and the results were compared
with those of the ideal case without accounting for wire resistance. The obtained results are presented
in four graphs in Figure 8. The curves on the graphs labelled 'Upper boundary value' and 'Lower bound-
ary value' define the range within which the voltage can vary from the ideal value for each activation
state. If the voltage for a given state falls outside this range, the alarm control panel will incorrectly
determine the number of the breached sensor. The intersection points define the maximum number of
sensors that can theoretically be handled without inaccuracies.

The obtained results are summarized in Table 2. Since two extreme values were considered for
each case, the maximum number of sensors that can be handled is taken as the smaller value obtained
for a given tolerance. This approach ensures that no value will exceed the boundary for correct detection.
Such an occurrence might happen because, in the minimal extreme case, the wire resistance for the
middle sensors in the line partially offsets the tolerance effect, artificially increasing maximum number
of sections.
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Fig. 8. Voltage variation graph depending on the active sensor; red dashed line — curves indicating boundaries within which

the voltage can vary: a) case without accounting for resistance of wires; b) case for wires with length of 1 m between sensors;
c) case for wires with length of 3 m between sensors; d) case for wires with length of 5 m between sensors

Table 2. Points of intersection with the boundary curves

Wire length|  Without wire resistance | 1im | 3m | 5m
Tolerance Theoretical number of sections
max. @ tol. 5% 6 5 5 5
min. @ tol. 5% 5 5 5 6
max. @ tol. 1% 26 15 12 10
min. @ tol. 1% 25 28 17 15

The wire resistance and resistor tolerance significantly limit the proper operating of the perimeter
alarm system. Using resistors with a lower tolerance improves the system's performance, but it does not
eliminate the negative impact of the wire resistance. The length of the wires depends on the size of the
alarm installation: the size of the building, the layout of the rooms, the placement of windows and doors,
and the wires routing method. The complexity of the installation is a disadvantage because, for sensors
closer to the end, the wire resistance has a dominant effect on the difference between the ideal and actual
values. This is clearly seen when comparing the graphs without accounting for wire resistance to those
for a 5 m length. The characteristic bending of the ideal calculated curves for the end sensors is evident.

In the simulations conducted, an equal wire length between successive intrusion sensors was as-
sumed. In a real perimeter alarm system, the distribution of sensors in the protected zone is uneven,
resulting in varying wire lengths between them. A possible way to improve the system's performance is
through a calibration method. This involves measuring the actual voltage values for all activation states
and using them to calculate the operating ranges. This approach allows for the elimination of the impact
of wire resistance and the tolerance of resistors used in the alarm loop. Based on the obtained values,
the operating ranges can be calculated as shown in Figure 7-a.

To implement the calibration method practically, for a finished installation with any number of
sensors, it is necessary to measure the voltage for each activation state. Most of this procedure can be
performed by the alarm control panel. The role of the installer is merely to activate the specified access
point and communicate this to the control system of the panel. The measurement procedure must be
carried out for all sensors in the perimeter loop. In the subsequent steps of the calibration procedure, the
following actions should be performed:
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e approaching the access point indicated by the alarm control panel and activating it;

e return to the alarm control panel and confirm the activation of the specified sensor;

e the alarm control panel indicates the next sensor to activate;

o deactivate the sensor that was previously activated;

o repeat the entire procedure for all sensors in the alarm circuit.

However, remote access to the control panel significantly reduces the time required for this process.
Moreover, the calibration procedure is performed only once at the beginning, during the installation.
The measured voltage values can be recorded and then used for monitoring the status of the alarm circuit.
This approach allows installers to eliminate the effects of wire resistance and resistor tolerance, enabling
the handling of a greater number of sensors.

3.3. Measurement Stand

To practically test the developed system, a special alarm control panel and manipulator with an
alphanumeric display and keyboard were designed. The separation of functions into two devices allows
the installer to place manipulator in any visible location and easily accessible location for the user, such
as near the building's entrance doors. Meanwhile, the control panel should be located in the secured part
of the monitored zone to make it more difficult for potential intruders to locate and disable the entire
alarm system.

Both devices operate under the control of an ARM Cortex-M4 STM32F303CBT6 microcontrollers,
which can operate at frequencies up to 72 MHz and features four 12-bit ADCs with support for up to 39
channels. Communication between the modules is carried out via a CAN 2.0a bus. The use of the CAN
serial link allows for the connection of a larger number of devices and provides high resistance to inter-
ferences. This enables the system to be expanded in the future with additional modules, e.g., GSM wire-
less communication. The designed system also includes emergency operation capability on battery
power, since it has to be resistant to power supply interruptions. The block diagrams of the main PCB
boards are shown in Figure 9 and their visualisation in figure 10.

The control software was written in C language using high-level HAL (Hardware Abstraction
Layer) libraries. Through the user interface, it is possible to change the settings of the alarm control
panel and communicate the system's status to the user. When the alarm system is activated, the access
panel retrieves the saved configuration settings from FLASH memory. After synchronization is com-
plete, the main menu appears on LCD with information on the status of:

e alarm zones — the system has two independent zones;

¢ inputs — which input data is activated and calibrated,;

e power supply — operating on battery or mains power, battery charge level.

A settings menu was also developed, allowing the following options:

o display configuration — adjustment of the brightness and contrast level,

¢ input configuration — selection of the input type NC, NO, EOL, 2EOL, 3EOL, custom connec-

tion system; selection of the number of sensors for the custom system;

e output configuration — selection of the default output state;

¢ zone configuration — assignment which inputs trigger a specific zone and which outputs are

controlled by that zone.

If the settings are not configured correctly, the system will not allow access to the arming menu. If
the custom connection system is selected, the calibration process is begun upon entering the arming
menu (Fig. 11). This process involves measuring the voltages for all sensor activation states and using
them to calculate the correct detection ranges.
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Fig. 9. Block diagram of alarm control panel and manipulator: power supply connections are indicated in red; signal and con-
trol connections are in blue

Fig. 10. 3D model of printed circuit boards

Fig. 11. Block diagram of calibration process
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After the calibration process is completed, the measured voltage values are saved in FLASH
memory to avoid the need for re-calibration in the event of a power loss. Then, the user can select the
zone to be armed or disarmed. The system has two independent zones, which are armed with an 8-digit
code consisting only of numbers. If an incorrect code is entered during disarming, an alarm is triggered.
If any sensor on a line is triggered for a given input, a message appears showing the input number and

sensor number.
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3.4. System Tests

To evaluate the performance of the developed perimeter configuration, a test circuit was created. It
consists of 20 sensors, each spaced 1 meter apart. The circuit loop in assembled using 2x0.5 mm YDY
cable as well as parametrizing resistors with a value of 470 Q and a tolerance of 1%. On the control
panel side, a 47 Q resistor is used as a pull-up resistor to the 3.3 V power supply in the voltage divider.
The test circuit, along with the alarm system, is shown in Figure 12.

Fig. 12. Test perimeter loop, along with the alarm syétem

The obtained results of voltage measurement are presented in Figure 13, where they are plotted
alongside the ideal values calculated for a resistor tolerance of 1%, taking into account the resistance of
the cables.

The point where the curve based on the measurement intersects with the dashed lines determines
the detection limits in relation to the ideal case (Fig. 13). Therefore, the maximum number of sensors
that can be handled without errors for the designed circuit is 15. The intersection points for the curve
calculated at the tolerance limit values are listed in Table 3. As can be observed, the intersection points
for the measured values occurred for sensors located farther than the calculations for the worst-case
scenario indicated. The measured voltage curve is situated between the curves calculated for extreme
tolerances, confirming that the theoretical considerations closely approximate the system’s behaviour.
This allows the detection limits to be determined for installations with any number of sensors and cable
lengths if a calibration method is not applied.

Table 3. Intersection points for curve calculated at tolerance limit values

Calculations for 1 m and 1% tolerance
Max. Min.
Intersection points 13 19 15

Measurement

To examine the noise level in the test perimeter loop, voltage fluctuations were measured by the
AJD converter for the test circuit with 20 sensors. A total of 12,500 samples were collected at a sampling
frequency of 12,500 Hz for three sensor activation cases in the circuit. The collected data is presented
in four histograms in Figure 14.

For all cases, the read value varies by four quantization levels. The ADC voltage resolution is ap-
proximately 0.805 mV, which corresponds to a peak-to-peak value of the measured signal of 3.22 mV.
This value represents the smallest signal change that the ADC can accurately distinguish. Anything
below this is considered as the ADC’s own noise and disturbances induced on the cable.
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Fig. 13. Voltage at output of perimeter loop as a function of activated sensor; dashed curves indicate voltage variation limits
for each activation state: a) Main graph; b) Enlarged section of graph
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Fig. 14. Variation in values read from ADC: a) For 20th breached sensor; b) For 15th breached sensor; ¢) For 10th breached
sensor; d) For 5th breached sensor

The level of noise depends on the electromagnetic environment in which the alarm system operates
and cannot be estimated without specialized measurement equipment. However, during the calibration
process, it is possible to determine the minimum voltage value below which the voltage on the perimeter
line should not be reduced. This approach provides a margin for potential disturbances. Measurements
from the test circuit allowed the determination of the minimum voltage value at which the system oper-
ates correctly. The smallest voltage change occurs with the activation of the last sensor and is 41 mV
relative to the penultimate sensor. The maximum voltage change from the midpoint of the range for the
last sensor's activation state is calculated as shown in Figure 7-a. This value is 20.5 mV and represents
the threshold for the designed system using the calibration method. This confirms the proper operating
of the system for a circuit with 20 sensors under real conditions. The chosen value is greater than the
measured voltage changes to ensure a margin for additional disturbances.
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4. Summary

In this work, an attempt was made to develop a proprietary configuration for a perimeter alarm
system, which addresses the limitations of commercially systems available on the market. A para-
metrized configuration line was proposed that allows for the handling of a large number of sensors
within a single monitoring loop. The developed perimeter loop ensures the ability to distinguish the
activation of each detector using only two connecting wires. The developed system is compatible with
any NC (normally closed) type sensors, such as reed switches. Additionally, the proposed connection
method is straightforward to install, thanks to the standardization of the parametrizing resistors used in
the circuit.

Furthermore, a calibration method was proposed to enhance the capabilities of the developed alarm
system. The limit on the number of sensors depends on the accurate detection of individual states. Any
disturbances in the circuit can lead to incorrect identification of which sensor has been triggered. Sensors
near the end are most susceptible to this issue due to the small voltage change between consecutive
activation states. Nevertheless, the calibration procedure significantly increases the number of access
points in the perimeter loop.

To test the performance of the developed configuration for perimeter line, a demonstrator was built,
consisting of an alarm control panel and an access manipulator. The effectiveness of the proposed con-
nection configuration was tested in an alarm circuit with 20 sensors. Measurements showed that the
most significant factor affecting the system's performance is the resistance of the connecting wires.

Thus, the Custom EOL configuration, utilizing the calibration method, can handle 20 access sensors
in a single monitoring loop and allows for detecting where a breach has occurred. The system can suc-
cessfully be used in facilities where multiple control points are required to be supervised and they are
located close to each other. Moreover, the alarm system was designed with the possibility of expanding
it with additional modules, such as a GSM wireless communication panel. An additional feature was the
ability to operate even in case of a power failure, through the use of an emergency battery.
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