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Abstract 

The growing role of artificial intelligence (AI) in cybersecurity presents both opportunities and challenges. 

While AI strengthens detection and defense systems, it also enables cybercriminals to launch sophisticated, 

adaptive, and large-scale attacks. This paper reviews key AI-powered cyber threats, including deepfake decep-

tion, AI-driven phishing campaigns, automated vulnerability exploitation, and the autonomous generation of 

malware. It also examines emerging techniques such as prompt injection, model stealing, and data poisoning, 

which compromise the integrity of AI-based systems. In response, the study explores advanced defense strate-

gies such as explainable AI (XAI), multimodal detection models, content watermarking, and AI-enhanced 

honeypots. It further considers regulatory frameworks and ethical concerns surrounding dual-use AI. By ana-

lyzing current research and real-world incidents, this study supports a deeper understanding of evolving threats 

and outlines recommendations for proactive and collaborative cybersecurity efforts in the age of AI.  

Keywords: AI-powered cyberattacks, offensive AI, cybersecurity, deepfake attacks, phishing automation, 

AI-generated malware 

 

1. Introduction 

Artificial intelligence is revolutionizing many industries, including cybersecurity. While AI-pow-

ered tools enhance security defenses and threat detection [1], they also introduce new risks by enabling 

advanced and highly adaptive cyberattacks. As AI technology becomes more accessible, cybercriminals 

are increasingly leveraging it to bypass traditional security measures and launch attacks that are more 

difficult to detect and mitigate. 

The growing adoption of AI in offensive cybersecurity is reshaping the threat landscape. Threat 

actors now use generative adversarial networks (GANs) and large language models (LLMs) to automate 

and personalize attacks with unprecedented precision. This transformation is evident in various domains 

- such as AI-assisted phishing, deepfake-based deception, automated vulnerability exploitation, and AI-

generated malware - where AI not only amplifies attack efficiency but also complicates detection and 

response. 

Simultaneously, the number and sophistication of cyberattacks continue to grow. Traditional intru-

sion detection systems (IDS) rely heavily on predefined signatures or rules to detect known threats. 

While effective against previously encountered attacks, these systems often fail to identify novel or 

evolving threats, such as zero-day vulnerabilities or advanced persistent threats (APTs) [2]. This has led 

to a paradigm shift towards more adaptive, AI-driven approaches. 

Several recent studies have begun to explore this evolving intersection. For example, the article [3] 

provides an overview of how AI can be both a tool and a target in cybersecurity contexts. Similarly,  
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a review [4] offers a comprehensive synthesis of current AI-enabled attack techniques, detection chal-

lenges, and potential defense strategies. In addition to academic research, institutional threat monitoring 

supports the urgency of the topic. The ENISA Threat Landscape 2024 report [5] confirms a sharp rise 

in AI-assisted threats, including deepfake-enabled phishing, polymorphic malware generated via LLMs, 

and adversarial techniques capable of bypassing biometric systems. These trends, observed across real-

world infrastructures, highlight how artificial intelligence is no longer a theoretical enabler of cyberat-

tacks but an operational reality. While these contributions are valuable, a need remains for a structured 

analysis focused specifically on the mechanisms, case studies, and implications of AI-powered offensive 

operations. 

This article addresses that gap by providing a detailed review of the primary ways in which AI is 

leveraged to execute cyberattacks, supported by real-world examples and current research findings. The 

paper also examines evolving threats, challenges to existing defense systems, and strategies for future 

resilience. In doing so, it aims to offer a clear understanding of the current capabilities, risks, and op-

portunities associated with AI in the offensive cybersecurity domain. 

The structure of this article is as follows: Section 2 outlines the review methodology, detailing the 

information sources, search strategy, and eligibility criteria used to systematically select the literature. 

Section 3 explores AI-driven deepfake attacks, highlighting real-world case studies and detection tech-

niques. Section 4 analyzes AI-assisted phishing campaigns and examines recent advancements in miti-

gation strategies. Section 5 focuses on autonomous malware generation using AI, including case studies 

and the evolution of attack methods. Section 6 offers a forward-looking perspective on strategic chal-

lenges, describing emerging threats, innovative defensive mechanisms such as honeypots, multimodal 

AI, and watermarking, and relevant legal and ethical frameworks. The paper concludes with reflections 

on the broader implications of AI for cybersecurity and emphasizes the need for proactive, collaborative 

defense strategies.  

2. Review Methodology 

This study follows the PRISMA 2020 framework to ensure transparency and replicability in the 

process of selecting literature for review. The methodology includes four main phases: identification, 

screening, eligibility assessment, and inclusion [6]. The goal was to systematically analyze existing ac-

ademic and industry literature on AI-powered cyber threats and their implications. 

2.1. Information Sources 

The literature search was conducted using a wide range of academic databases and institutional 

sources to collect a comprehensive and diverse body of research related to AI-driven cyber threats. The 

selected databases included IEEE Xplore, SpringerLink, ScienceDirect, ResearchGate, MDPI Journals, 

arXiv, and government or institutional repositories such as NIST, MITRE, ENISA, and CISA. These 

platforms were chosen due to their recognized relevance and authority in the fields of cybersecurity and 

artificial intelligence. 

The majority of the literature searches focused on publications from 2020 to 2025, although a few 

foundational works from earlier years were also included due to their lasting influence and relevance to 

current developments. 

2.2. Search Strategy 

The methodology for identifying relevant studies was based on a combination of targeted keywords 

and Boolean operators designed to capture a comprehensive body of research related to AI-enhanced 

cyber threats. Primary search terms included “AI-powered cyberattacks”, “artificial intelligence”, and 

“cybersecurity”, along with related phrases such as “phishing automation”, “malware generation”, and 

“deepfake attacks”. These terms were strategically combined using Boolean operators (e.g., AND, OR) 

to ensure broad coverage across diverse topics. 

The query formulation was adapted to match the syntax and search functionalities of each specific 

database. The objective was to include publications that explore the intersection of AI and cybersecurity, 

with a particular focus on emerging threats augmented by AI technologies. 
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2.3. Eligibility Criteria 

The selection criteria for this systematic review were carefully designed to include studies directly 

relevant to the research topic. The inclusion criteria required that studies: (1) address use cases, conse-

quences, or limitations of AI-enabled cyber threats, (2) present either empirical research or comprehen-

sive literature reviews, (3) be published in English or Polish, (4) undergo peer review in academic jour-

nals or reputable conference proceedings, (5) be published from the year 2020 onward, reflecting recent 

advancements in the field. 

The exclusion criteria eliminated studies that: (1) were unrelated to the core focus on AI-induced 

cyber threats, (2) were classified as editorials, opinion pieces, or non-peer-reviewed content, (3) lacked 

methodological transparency or sufficient analytical depth, (4) were redundant due to overlapping da-

tasets or duplicate findings, in order to preserve uniqueness of content. 

2.4. Selection Process 

The research selection process was carried out in multiple stages to ensure a systematic, unbiased, 

and replicable literature review. The initial phase involved identifying and collecting publications from 

multiple academic databases using structured queries and keyword combinations. At this stage, dupli-

cate entries were removed to prevent redundancy.  

Next, a preliminary screening was conducted based on titles and abstracts to assess the basic rele-

vance of the studies to the topic of AI-powered cyber threats. Publications that showed potential align-

ment with the defined inclusion criteria were shortlisted for a more in-depth review. 

The subsequent phase involved full-text screening of the remaining studies. Each article was eval-

uated in light of the predefined inclusion and exclusion criteria, focusing on methodological quality, 

thematic relevance, and novelty. To maintain consistency in evaluation, a standardized review template 

was used. Studies were excluded at this stage if they lacked analytical rigor, did not focus on offensive 

uses of AI in cybersecurity, or represented duplicate content. 

To ensure transparency in decision-making, reasons for exclusion were documented throughout the 

selection process. This allowed for clear traceability and reproducibility of the review outcomes. Finally, 

only those studies that fully met all eligibility requirements were included in the final synthesis. 

A PRISMA-based flow diagram (Fig. 1) illustrates this multistage selection process, highlighting 

the progression from initial identification to final inclusion, as well as the rationale for exclusions at 

each step. This structured and transparent methodology reinforces the validity and reliability of the re-

view process. 

 

 
 

Fig. 1. A flow diagram of the PRISMA guidelines for the selection process [4]. 

 

3. AI in Deepfake Attacks 

Deepfake technology, driven by advances in artificial intelligence, particularly through the use of 

generative adversarial networks, has emerged as a powerful tool for producing highly realistic and per-

suasive synthetic media capable of deceiving audiences [7]. While this technology presents innovative 

opportunities in domains such as entertainment and education, its malicious applications have raised 
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serious concerns, especially in the contexts of disinformation and cybersecurity. This chapter analyzes 

prominent case studies of AI-driven deepfake attacks, assesses their real-world impacts, and discusses 

current detection methodologies. 

3.1. Case Studies and Real-world Impacts 

According to the Deloitte report1 from 2024, nearly 26% of directors admitted that their organiza-

tions experienced at least one deepfake incident targeting financial data over the past 12 months. Addi-

tionally, 50% of the respondents believed that they expect an increase in such attacks over the next 12 

months. It is also worth mentioning the McAfee report, which indicates that almost 70% of respondents 

are unsure whether they can distinguish an AI-cloned voice from a genuine one [8]. 

Alali and Theodorakopoulos, in their study [9], investigate the emerging threat of partial fake (PF) 

speech attacks, where segments of authentic audio are seamlessly replaced with AI-generated speech. 

This technique poses significant risks to both human listeners and automated systems, as the alterations 

are often imperceptible. The researchers conducted experiments involving over 80 speakers, revealing 

that PF speech could deceive modern speaker recognition systems with a success rate between 95% and 

97%. Additionally, a survey of 148 participants demonstrated that humans could only detect PF speech 

with an accuracy of 16% for unfamiliar voices and 17.5% for familiar ones. These findings underscore 

the urgent need for advanced detection mechanisms and heightened awareness to mitigate the potential 

misuse of deepfake audio in real-world scenarios. 

Paul’s thesis [10] provides a detailed explanation of how GANs are used to produce high-fidelity 

deepfakes by leveraging a competitive training process between the generator and discriminator. The 

work distinguishes itself by thoroughly analyzing the evolving architecture of GANs and the challenges 

in evaluating the realism of synthesized media. Additionally, it emphasizes the security implications and 

societal risks associated with deepfakes, highlighting vulnerabilities in digital communication. 

In the first year of the Russian invasion of Ukraine (2022–2023), deepfake technology was em-

ployed to disseminate disinformation. Majchrzak's study [11] highlights instances where AI-generated 

images were used to fabricate events and manipulate public perception, exacerbating the information 

warfare in the region. These real-world examples underscore how synthetic media can shape narratives, 

influence public opinion, and distort the informational battlefield. Building on such use cases, Allen's 

article [12] shifts focus to the legal and ethical dimensions of deepfake deployment in armed conflict. 

Allen explores the possibility that certain applications of deepfake media - particularly those intended 

to deceive adversaries into believing falsehoods during combat - could meet the legal threshold for per-

fidy, a war crime under the Geneva Conventions. He argues that while international humanitarian law 

has long regulated deception in warfare, AI-generated disinformation presents novel challenges in at-

tribution, classification, and enforcement. 

The European Parliamentary Research Service's study [13] provides an in-depth study of the mul-

tifaceted risks posed by deepfake technology, encompassing psychological, financial, and societal di-

mensions. The study identifies five critical stages in the deepfake lifecycle: Technology, Creation, Cir-

culation, Target and Audience. This lifecycle model enables policymakers to pinpoint intervention op-

portunities at each stage. The report stresses the need to embed deepfake-specific measures within 

broader legislative efforts, such as the AI Act [14] and Digital Services Act2. Furthermore, it advocates 

for a multidisciplinary response involving technical detection tools, legal accountability, and public me-

dia literacy campaigns. 

The Cybersecurity and Infrastructure Security Agency (CISA) also emphasizes the practical risks 

of deepfake technologies in its 2024 report [15]. The report outlines how synthetic audio, images, and 

video are being weaponized to impersonate public figures, spread false narratives, and manipulate voter 

perceptions. CISA warns that the accessibility of generative AI tools dramatically lowers the barrier for 

adversaries to launch convincing disinformation campaigns, especially during high-stakes events like 

elections. 

                                                      

1 https://www2.deloitte.com/content/dam/Deloitte/us/Documents/Advisory/us-generative-ai-and-the-fight-for-trust.pdf 
2 https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package 
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3.2. Detection Techniques 

Advanced detection techniques utilizing AI have become essential in combating deepfakes effec-

tively. One notable indicator of growing research interest in AI-generated deepfake detection is the in-

creasing presence of relevant studies presented at leading scientific conferences [16-20], along with 

collaborative initiatives such as the Deepfake Detection Challenge (DFDC)3 build by AWS, Facebook, 

Microsoft and the Partnership on AI’s Media Integrity Steering Committee. 

Giudice in [2] significantly advanced the field by identifying GAN-generated anomalies through 

discrete cosine transform (DCT) analysis. Their approach exploits distinct frequency-domain irregular-

ities that distinguish synthetic images from authentic ones, demonstrating high accuracy even when 

visual authenticity is convincing. 

The authors of [21] further enhanced deepfake detection by proposing novel training methodologies 

involving mixed datasets and extensive artifact analysis. Their research introduced robust detection 

models capable of recognizing deepfake artifacts from diverse and previously unseen GAN architec-

tures, significantly strengthening defense capabilities against evolving threats. 

One notable study [22] substantially contributed by exploring biometric signals for deepfake de-

tection, highlighting biometric inconsistencies in manipulated content as effective identification mark-

ers. This approach enhanced detection reliability, especially in complex media scenarios where visual 

analysis alone proves insufficient. 

Moreover, the systematic review [23], offers a detailed classification of deepfake detection methods 

across four media types - image, video, audio, and multimodal - enabling a clear comparison of their 

strengths and limitations. The authors analyze over 100 deep learning-based studies, highlighting dom-

inant architectures such as convolutional neural networks (CNNs) and emerging trends like transformers 

and hybrid models. They also assess dataset diversity, evaluation protocols, and key techniques like 

transfer learning and data augmentation. Importantly, the paper identifies gaps in generalization, stresses 

the need for standardized benchmarks, and outlines future research directions focused on real-time de-

tection, model robustness, and ethical concerns. 

One recently released and continuously developed software designed for detecting the origins and 

propagation patterns of fake news within social media networks is the Rumor Propagation and Source 

Detection Toolkit (RPaSDT4) [24]. This software supports analytical processes, assessment, and visu-

alization of social networks, as well as comparative evaluations of various source identification methods. 

A distinguishing feature of this toolkit is its all-encompassing analysis capability for propagation source 

detection techniques without prior knowledge of the exact number of source nodes, alongside perfor-

mance evaluations of these methods [25]. Additionally, Frąszczak [26] introduced NetCenLib5, a com-

prehensive Python library that provides access to multiple algorithms commonly employed for propa-

gation source identification. It can be utilized effectively for pinpointing "patient zero" and identifying 

the original source of false rumors in social media environments. 

4. AI-assisted Phishing Attacks 

The rapid evolution of phishing threats poses significant challenges to cybersecurity, particularly 

as attackers increasingly leverage AI to amplify their impact. Phishing tactics traditionally exploit psy-

chological manipulation combined with technical weaknesses to trick victims into disclosing confiden-

tial data. Recent research highlights the growing role of AI-driven methods, including large language 

models, that allow attackers to automate and personalize phishing emails, significantly boosting their 

effectiveness. While these AI tools enhance the complexity of phishing attempts, they also present op-

portunities for developing advanced defense strategies [27]. Understanding and addressing this duality 

is crucial for mitigating risks posed by AI-assisted phishing campaigns. 

                                                      

3 https://ai.meta.com/datasets/dfdc/ 
4 https://github.com/damianfraszczak/rpasdt 
5 https://github.com/damianfraszczak/nsdlib 
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4.1. Evolution and Current State 

The systematic literature review [27] highlights how LLMs significantly enhance phishing attacks 

by enabling attackers to automate and personalize malicious communications at scale, thus increasing 

their effectiveness and complicating defense efforts. Building on this understanding, the subsequent 

article [28] offers a comprehensive framework for understanding how generative AI amplifies the ef-

fectiveness of phishing and social engineering attacks. The authors outline three key pillars through 

which AI escalates these threats: Realistic Content Creation, Advanced Targeting and Personalization, 

and Automated Attack Infrastructure. The study serves as a valuable resource for cybersecurity profes-

sionals seeking to develop strategies to counteract these emerging threats. 

The study [29] offers a detailed examination of how AI, particularly LLMs like ChatGPT, is trans-

forming phishing strategies. The researchers used ChatGPT to generate phishing emails and compared 

their effectiveness against traditional phishing attempts. Their findings revealed that AI-generated 

emails exhibited higher success rates in bypassing conventional spam filters and mimicking human 

communication styles, making them more convincing to recipients. 

 

 
Fig. 2. The volume of malicious emails since the introduction of ChatGPT in November 2022 [56]. 

 

 
Fig. 3. Phishing and scam pages since 2020. Source: Bolster’s 2024 State of Phishing and Online Scams Report. 

 

Heiding in [30] posits that AI-phishing emails have a higher click-through rate (30-44%) compared 

to traditional phishing emails (19-28%). Additionally, the authors note that “AI significantly increases 

the incentives to launch phishing attacks by reducing their cost and required revenue.” [30]. As such, 

there has been a significant spike in phishing emails following the release of ChatGPT (Fig. 2). Accord-

ing to Bolster’s 2024 State of Phishing and Online Scams Report6, phishing attacks have increased by 

                                                      

6 https://bolster.ai/wp-content/uploads/2024/03/phishing_report_2024.pdf 
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94% since 2020, including a 27.8% increase in global phishing activities from 2022 to 2023 alone (Fig. 

3). 

Fairbanks in [31] presents a significant contribution to understanding the evolving landscape of AI-

assisted phishing attacks. The authors developed two innovative algorithms: one that enhances the effi-

cacy of phishing attacks by rewriting detectable malicious emails using an LLM-based optimization 

technique incorporating Reflection and Beam Search, and another that defends against such attacks by 

modifying defensive prompts. Their findings indicate that the attack algorithm increases the success rate 

of phishing attacks by up to 98%, while the defensive algorithm identifies malicious emails with 97% 

greater accuracy. These algorithms have been implemented in real-world applications, demonstrating 

their effectiveness in large-scale production environments, such as the Department of Energy Labora-

tory. 

4.2. Defense and Mitigation Strategies 

Given the challenges outlined above, it is imperative for cybersecurity professionals to develop 

specialized detection mechanisms tailored specifically to AI-generated threats. Traditional defensive 

methods alone are proving inadequate against the sophisticated, adaptive capabilities of AI-powered 

phishing campaigns. Encouragingly, recent advancements indicate that researchers are increasingly 

turning AI against these threats - leveraging machine learning and LLMs within their defensive frame-

works. By integrating AI-driven analytics into cybersecurity solutions, experts aim to enhance real-time 

threat detection, reduce false positives, and effectively neutralize sophisticated phishing attempts before 

they cause significant harm. 

The study [32] introduces an innovative approach to identifying phishing websites by utilizing the 

capabilities of LLMs, such as ChatGPT. The researchers developed a system that employs a web crawler 

to collect comprehensive data from websites, including HTML content, URLs, and screenshots. This 

information is then transformed into structured prompts for the LLM, enabling it to analyze the content 

and determine the likelihood of a site being malicious. A notable aspect of this method is its ability to 

detect phishing sites across multiple languages without the need for additional training or fine-tuning of 

the model. Experimental results demonstrated that using GPT-4V, the system achieved a precision of 

98.7% and a recall of 99.6%. 

Similarly, Misra and Rayz [33] have developed a system that integrates both a multilayer percep-

tron (MLP) model and two pretrained Natural Language Processing (NLP) models to detect traditional 

phishing emails. Their model can detect phishing attacks with 97.18% accuracy. 

Moving further with NLP-based models, article [34] presents an original method for identifying 

phishing websites by analyzing their HTML structures and textual components. The authors proposed 

the MultiText-LP model, which combines a Multilayer Perceptron (MLP) for structured HTML data 

analysis with two pretrained NLP models: CANINE for evaluating page titles and RoBERTa for as-

sessing page content. Their dataset comprised over 65,000 HTML samples representative of real phish-

ing attacks, and their model achieved an accuracy of 97.18% and an F1 score of 96.80%. 

Bauskar [35] approached phishing email detection by combining artificial intelligence with big data 

analytics to improve both accuracy and scalability in identifying threats. Their system, trained on large 

datasets like the Enron email corpus, uses several supervised learning models to detect subtle patterns 

within email content and metadata that signal phishing activity. This method not only enhances real-

time detection but also allows for the integration of additional features, such as contextual keyword 

analysis and sender behavior. 

A comparison of supervised machine learning techniques - such as logistic regression, support vec-

tor machines, random forest, and deep learning - for identifying phishing emails in corporate environ-

ments is presented by Chirra [36]. His study demonstrates that among the evaluated models, an LSTM-

based approach achieved the highest accuracy, reaching 96.8%. This highlights the potential of deep 

learning, particularly recurrent neural networks, to effectively detect and mitigate sophisticated phishing 

attempts in enterprise email systems. 

To effectively mitigate AI-assisted phishing threats, Ansari [37] recommends integrating AI-based 

cybersecurity awareness training into organizational defense strategies. Their findings suggest that adap-

tive, AI-driven education helps users recognize evolving phishing tactics through realistic simulations 

and personalized learning. As phishing techniques become more sophisticated, empowering users with 

dynamic training is essential to strengthening the human layer of cybersecurity defense. 
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5. Autonomous Malware Generation using AI 

The use of artificial intelligence in malware creation represents a growing threat to global cyberse-

curity. Unlike traditional code, AI-generated malware can autonomously adapt, evade detection, and 

scale attacks with minimal human involvement. Leveraging generative models such as LLMs, malicious 

actors are now capable of producing polymorphic malware that continuously alters its structure to by-

pass standard defenses. 

The Europol and UNICRI report [38] warns that AI is not only lowering the technical threshold for 

cybercrime, but also enabling the automated development of highly evasive malware, posing significant 

challenges for current security frameworks. Although the use of AI in autonomous malware develop-

ment is still in its early stages, it is essential to anticipate its trajectory and begin adapting cybersecurity 

strategies accordingly. 

5.1. Case Studies and Malware Evolution 

MITRE ATLAS (Adversarial Threat Landscape for Artificial-Intelligence Systems)7 provides  

a structured framework for understanding how AI technologies can be exploited by adversaries, includ-

ing for autonomous malware generation. Specifically, ATLAS outlines real-world use cases and adver-

sarial techniques where machine learning systems are either the target or the tool of the attack. In the 

context of malware, ATLAS documents how generative AI models can be leveraged to automatically 

write, mutate, and obfuscate malicious code, enabling threat actors to scale attacks with minimal human 

intervention. By formalizing these tactics within a matrix similar to MITRE ATT&CK, ATLAS con-

tributes a valuable perspective on emerging AI-enabled threats and supports the development of targeted 

defensive strategies in response to AI-generated malware. 

The National Institute of Standards and Technology (NIST) has released the report [39] which 

provides a well-defined classification system for understanding adversarial threats in AI systems. This 

taxonomy categorizes attacks based on adversary goals - such as compromising availability, integrity, 

or privacy - and outlines various attack vectors like evasion, poisoning, and misuse. Particularly relevant 

to autonomous malware generation are misuse attacks, where generative AI models are exploited to 

produce malicious content, including sophisticated malware code. The report emphasizes that generative 

AI systems can be manipulated to create harmful outputs, highlighting the need for robust security 

measures. 

Some researchers have tried to illustrate the dangers that AI-generated cyberthreats might pose by 

experimenting with different ways to incorporate AI into malware [40]: 

• BlackMamba project [41], developed by security firm HYAS, is a polymorphic keylogger that 

uses ChatGPT to synthesize malicious code at runtime. 

• EyeSpy [42], also from HYAS, uses AI to evaluate its target system, identify the apps most 

likely to contain sensitive data and select a method of attack. 

• Morris II [43] is a worm that uses malicious prompts to trick AI apps into divulging sensitive 

information and spreading the worm to other people. 

 

The article [44] demonstrates RatGPT, a remote access trojan using ChatGPT as a proxy to execute 

malicious commands on a victim’s machine. By establishing a covert command-and-control channel 

through the LLM, attackers can dynamically generate payloads and control malware without direct in-

teraction. This approach highlights the potential for LLMs to be misused as components in autonomous, 

evasive malware operations. However, RatGPT remains a proof of concept with inherent limitations - 

its reliance on non-deterministic LLM outputs and unstable plugin availability reduces the reliability 

and reproducibility of payload execution in real-world scenarios. 

The MalFox framework [45] demonstrates how convolutional GANs can be used to autonomously 

generate adversarial malware capable of evading black-box antivirus detectors. By applying structural 

perturbations such as Obfusmal and Stealmal, it modifies malware without disrupting functionality. Re-

sults show an average detection rate reduction of 56.8% and an evasion rate improvement of up to 

56.2%, highlighting the growing potential of AI-based malware obfuscation. 

                                                      

7 https://atlas.mitre.org/matrices/ATLAS 
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The Centre for Emerging Technology and Security (CETaS) has published a briefing paper [46], 

which examines how generative AI (GenAI) systems may enhance the capabilities of malicious actors. 

The report identifies potential "inflection points" where GenAI could significantly increase societal 

risks, including the autonomous creation of sophisticated malware. It discusses scenarios where GenAI 

agents might write their own payloads, adapt tactics in real-time, and collaborate with other agents to 

create persistent threats. While current GenAI systems lack the specific capabilities to independently 

create operational malware, the report notes that cybercriminals are already using GenAI to refine ex-

isting malware and augment social engineering attacks. 

6. Strategic Foresight for AI-Enabled Cyber Threats 

6.1. The Expanding Threat Surface of AI-Enabled Attacks 

As generative AI models and adversarial learning techniques evolve, attackers are expected to ex-

ploit these tools to develop increasingly adaptive and polymorphic threats. The distinction between hu-

man-written and AI-generated malware or phishing content is becoming increasingly blurred, challeng-

ing traditional rule-based detection systems. Future AI-driven attacks are projected to become more 

autonomous and multi-modal. Adversaries may combine phishing with AI-generated malware, real-time 

voice synthesis, and deepfake video impersonation to conduct highly targeted, convincing social engi-

neering attacks. These threats will not only be difficult to detect but may also bypass biometric verifi-

cation systems, further complicating incident response. 

Moreover, as open-source LLMs become more accessible and powerful, threat actors could deploy 

local AI instances to generate malicious code, craft zero-day exploits, or create tailored misinformation 

campaigns. These capabilities may be commodified into Malware-as-a-Service platforms, significantly 

lowering the barrier to entry for less technically skilled attackers. In parallel, new attack surfaces such 

as prompt injection - where adversaries manipulate input prompts to force unintended or malicious out-

puts - pose growing risks, especially in AI-integrated applications.  

Another emerging threat is model stealing/extraction [47, 48], wherein attackers replicate proprie-

tary AI models by repeatedly querying them to reconstruct their decision boundaries or extract training 

data, enabling them to build malicious clones or discover latent vulnerabilities. To counter such threats, 

researchers have proposed defense mechanisms like DeepDefense, which employs misdirection strate-

gies to obfuscate critical information in model outputs, thereby hindering the effectiveness of model 

stealing attacks without significantly compromising model utility [49]. 

In addition, adversarial machine learning techniques - particularly data poisoning [50] - are ex-

pected to become a prominent tactic for undermining AI-based security systems. In such attacks, adver-

saries inject carefully crafted, malicious data into the training pipeline of machine learning models. This 

manipulation can cause the model to misclassify malicious activity as benign or to ignore specific threat 

signatures altogether. Over time, poisoned data can degrade the model’s accuracy or introduce hidden 

backdoors, leading it to behave unpredictably in real-world scenarios. 

Furthermore, Retrieval-Augmented Generation (RAG) systems, which combine generative models 

with external data retrieval, are now emerging as new attack surfaces. Recent research [51] demonstrates 

that even a single poisoned document injected into a RAG system's knowledge base can manipulate the 

system’s output, effectively forcing the model to cite attacker-controlled content. This technique, pre-

sented in the POISONCRAFT framework, highlights how stealthy and low-effort such attacks can be - 

bypassing traditional defenses without modifying model weights. By targeting the retriever rather than 

the generator, adversaries can undermine the trustworthiness of AI-generated content, raising serious 

integrity and misinformation concerns. However, attacks targeting RAG systems also face practical con-

straints. Many high-quality retrieval pipelines already rely on curated, trusted sources, reducing the like-

lihood that attacker-controlled documents will be indexed or retrieved. Poisoned entries may also be 

deprioritized by semantic ranking algorithms unless the manipulation is exceptionally precise. Moreo-

ver, defense mechanisms such as context filtering, retrieval-level validation, and ensemble retrievers 

can mitigate the influence of single-source poisoning. 

AI is also transforming distributed denial-of-service (DDoS) attacks. Gao [52] highlights how arti-

ficial intelligence significantly increases the adaptability and complexity of such threats. In contrast to 

traditional fixed-pattern DDoS campaigns, AI-enabled systems dynamically analyze traffic distribution, 

identify temporal vulnerabilities in target networks, and autonomously modify their attack vectors to 
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maximize disruption. Gao notes that such attacks often combine multiple techniques - such as SYN, 

UDP, and HTTP flooding - in coordinated ways, while continuously adapting to live network defenses. 

This level of automation, enabled by machine learning, makes AI-driven DDoS attacks more evasive 

and persistent, posing severe challenges to conventional mitigation strategies. Still, the implementation 

of AI-driven DDoS attacks requires sophisticated orchestration and real-time control over large botnets 

- resources typically limited to well-funded threat actors. 

6.2. Emerging Defensive Capabilities and Detection Techniques 

Defensive innovation is responding accordingly. AI-powered honeypots are being developed to 

autonomously adapt to attacker behavior, mislead threat actors, and gather intelligence in real-time. 

Gaddam in [53] proposes an AI-enhanced honeypot architecture that integrates LLMs, machine learn-

ing, and game-theoretic reasoning with deception-based response systems to improve attacker engage-

ment and threat profiling. The study demonstrates how intelligent honeypots can dynamically adjust 

their behavior based on attacker interaction patterns, making detection and exploitation more difficult 

for adversaries. The proposed system uses a container-based deployment model and employs a layered 

deception-in-depth strategy to improve scalability and modularity across cloud environments. This work 

advances the field by emphasizing adaptability, real-time learning, and proactive threat containment, 

while also providing valuable forensic insight into evolving attacker behaviors. However, AI-enhanced 

honeypots face several practical challenges. Skilled adversaries may eventually recognize and evade 

decoy environments, especially if behavioral scripts or response patterns are reused or insufficiently 

randomized. Maintaining realism requires ongoing adaptation and substantial system resources, which 

may hinder deployment at scale. 

Multimodal AI models - capable of processing text, image, audio, and video simultaneously - are 

also expanding the complexity of both attacks and defenses. On one hand, they enable synchronized 

deepfake campaigns that span across modalities. On the other, defenders are increasingly leveraging 

cross-modal correlation and anomaly analysis to detect inconsistencies. A recent survey [54] demon-

strates how multimodal detection systems analyze intermodal discrepancies - for instance, mismatches 

between lip movements and voice - to identify deepfakes effectively, achieving superior robustness 

compared to single-modality approaches. Despite their advantages, multimodal AI systems present no-

table limitations. They typically require access to synchronized and high-quality input across multiple 

modalities, which can be difficult to obtain in real-world scenarios. Implementation is often constrained 

by high computational costs, latency issues, and integration complexity, particularly in resource-limited 

environments. 

To detect and trace synthetic content, researchers and industry leaders have proposed AI water-

marking techniques [19]. SynthID8, developed by Google DeepMind, embeds invisible watermarks into 

generated images, while the Coalition for Content Provenance and Authenticity (C2PA)9 advocates for 

cryptographic content signatures. These detection mechanisms offer promising solutions for identifying 

AI-generated misinformation and are especially relevant for media forensics and legal accountability. 

Nonetheless, AI watermarking techniques also face technical and adoption-related hurdles. Embedded 

watermarks may be stripped or distorted through common transformations such as cropping, compres-

sion, or re-encoding. Moreover, the lack of standardized watermarking protocols across platforms limits 

interoperability and widespread enforcement. 

Equally important is investment in Explainable AI [17], which enables deeper understanding and 

interpretability of black-box machine learning models - an essential capability for identifying abnormal 

behavior, ensuring accountability, and improving the transparency of security decisions in high-stakes 

environments. Yet, despite growing research attention, many XAI techniques remain underdeveloped 

for real-time security applications. They often lack clear, actionable insights for non-specialist users and 

can introduce additional overhead to already complex systems. In high-speed environments like intru-

sion detection, delays caused by interpretability models may reduce response efficacy. As such, opera-

tional integration of XAI demands careful balancing between transparency and performance. 

                                                      

8 https://deepmind.google/science/synthid/ 
9 https://c2pa.org/ 
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6.3. Governance, Regulation, and Ethical Imperatives 

To support responsible development and deployment of AI in cybersecurity, regulatory frameworks 

are increasingly important. The EU AI Act [14], formally adopted in 2024 as Regulation (EU) 

2024/1689, introduces legally binding requirements for the development, deployment, and monitoring 

of high-risk AI systems - including those used in cybersecurity. The Act classifies AI systems based on 

risk levels and mandates strict obligations for high-risk categories, such as comprehensive risk assess-

ments, technical documentation, algorithmic transparency, and human oversight. For AI systems in-

volved in critical infrastructure protection, biometric authentication, or autonomous response mecha-

nisms, the regulation requires continuous monitoring, traceability, and conformity assessments. It also 

explicitly prohibits certain uses considered to pose unacceptable risk, such as manipulative behavioral 

profiling or subliminal targeting.  

In parallel, ENISA has published the “Multilayer Framework for Good Cybersecurity Practices for 

AI” [55], offering a structured guide for securing AI across its entire lifecycle - from secure design to 

deployment and operation. The framework consists of three layers: foundational ICT cybersecurity, 

AI‑specific resilience (including adversarial robustness, traceability, and threat modeling), and sec-

tor‑specific practices aligned with EU requirements. ENISA emphasizes the importance of transparency, 

robustness, secure supply chains, and ongoing monitoring - principles that dovetail with the EU AI Act 

mandates. 

Beyond regulatory obligations, ethical concerns remain central to AI’s application in both offensive 

and defensive cybersecurity. The dual-use nature of AI raises critical questions: Should the same models 

that protect against phishing also be used to automate phishing attacks? Can deceptive technologies like 

AI-generated honeypots be justified ethically? How should accountability be assigned when autono-

mous agents initiate defensive actions without direct human oversight? As AI becomes more autono-

mous and embedded in security infrastructures, ensuring fairness, transparency, and human control be-

comes not only a regulatory mandate but a moral imperative. 

7. Conclusion 

Artificial intelligence has irreversibly reshaped the cybersecurity landscape - offering powerful ca-

pabilities not only for defense, but also for sophisticated, scalable, and adaptive cyberattacks. This re-

view has outlined how AI technologies are being exploited to enhance the efficiency and impact of 

various attack vectors, including deepfake deception, AI-assisted phishing, autonomous vulnerability 

exploitation, and self-evolving malware. Table 1 provides a summary of key reviewed publications and 

their impact on the development of AI-powered cyber threats and corresponding defense strategies. 

Table 1. Summary of Key Reviewed Publications on AI-Powered Cyber Threats 

Ref. No. Topic Addressed Impacted Sectors 
Proposed Methods / Contri-

butions 

[2], [21] Deepfake detection Media, Cybersecurity 

Detect GAN-based anomalies 

and artifacts using DCT or 

mixed datasets 

[3], [4] General Overview General, Cybersecurity 

Review of dual-use AI in cy-

bersecurity; systematic survey 

of threats and detection 

[7], [55] Policy & Guidance Government, Policy, Cybersecurity 

Provides non-binding recom-

mendations and strategic 

frameworks for secure AI de-

velopment, including cyberse-

curity practices and govern-

ance guidelines. 

[8-10] Deepfake Audio Media, Finance, Politics 

Survey and experiments on 

voice cloning, PF speech, and 

GAN deepfake synthesis 

[11], [12] AI in Disinformation & Conflict Military, Media, Politics 

Real-world AI-generated dis-

information in Ukraine, legal 

framing under Geneva Con-

ventions 
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[13], [14] Legal Regulation Government, Politics 

Defines binding legal obliga-

tions for high-risk AI systems 

(EU AI Act), and outlines leg-

islative strategies for counter-

ing AI-generated disinfor-

mation. 

[15] Generative AI & Elections Government, Politics 
CISA overview of GenAI’s 

impact on voter manipulation 

[16], [18] Deepfake Detection Media, Politics 
Vision transformers and fre-

quency-based detection 

[17] Deepfake & XAI Media, Cybersecurity 

Detecting adversarial attacks 

on deepfake detectors with ex-

plainable AI 

[19] Watermarking Media Forensics, Legal Tech 
GAN-based watermarking of 

deepfake models 

[20], [54] Multimodal Detection Media, Technology, Cybersecurity 
Facial forgery detection across 

modalities 

[22], [23] Deepfake detection Media, Politics 

Surveys of face manipulation 

techniques and DL-based de-

tection methods 

[24-26] Rumor Propagation Social Media 

Misinformation tracing via 

software tools and centrality 

analysis 

[27], [28] AI-Phishing Landscape General, Finance, Technology 

Systematic reviews and 

frameworks for AI in phishing 

& social engineering 

[29], [30] LLM-Phishing Cybersecurity, Enterprise 

Experiments showing AI-gen-

erated phishing outperform 

traditional methods 

[31] AI-Phishing Optimization General, Technology 

LLMs for both phishing gen-

eration and defensive prompt 

design 

[32-34] Phishing Detection Cybersecurity, Enterprise 

ChatGPT-based and NLP-en-

hanced phishing detection 

techniques 

[35] Big Data Phishing Cybersecurity, Enterprise 
Phishing detection using big 

data and metadata analysis 

[36] ML in Phishing Corporate, Cybersecurity 

Model comparison (LSTM 

best) in corporate phishing de-

tection 

[37] Cyber Awareness Cybersecurity, Education, HR 
Adaptive, AI-based training to 

improve phishing awareness 

[38], [39] Autonomous Malware General, IT Infrastructure, Cybersecurity 

GenAI-enabled malware gen-

eration and adversarial AI tax-

onomy 

[41-44] Malware Prototypes IT Infrastructure, Cybersecurity, Technology 

AI-based PoC malware: 

BlackMamba, EyeSpy, 

Worms, RatGPT 

[45] Adversarial Malware Cybersecurity, Technology 
MalFox: adversarial malware 

against black-box detectors 

[46] Policy Risk Government, Security 
GenAI risk scenarios and in-

flection points from CETaS 

[47], [48] Model Stealing AI Security 

Early works on black-box ex-

traction and prediction API at-

tacks 

[49] Model Stealing Defense AI Security 
Obfuscation of model outputs 

using DeepDefense 

[50] Data Poisoning AI Security 
Injecting malicious training 

data to manipulate models 

[51] RAG Poisoning AI Infrastructure, Trust & Safety 

POISONCRAFT: injecting 

poisoned docs into retrieval 

pipelines 
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[52] AI-powered DDoS IT Infrastructure, Cybersecurity Ops 
Adaptive DDoS campaigns 

using ML for traffic evasion 

[53] Honeypots Cybersecurity, Threat Intel 
AI-enhanced honeypots with 

LLMs and deception layers 

[56] Phishing Trends Cybersecurity, Enterprise 
SlashNext 2024 report on 

LLMs in phishing campaigns 

 

Throughout the analysis, it became evident that AI is enabling a new generation of threats that chal-

lenge traditional security mechanisms. Attacks have grown not only in complexity but also in automa-

tion and precision, making them more difficult to detect, trace, and neutralize. The deployment of large 

language models, generative adversarial networks, and reinforcement learning techniques by threat ac-

tors illustrates how AI tools can be co-opted to bypass authentication systems, craft human-like phishing 

messages, and generate malware that mutates in real time. 

Equally concerning is the forecasted trajectory of AI-driven threats. Emerging techniques such as 

prompt injection, model stealing, AI-driven DDoS attacks, and data poisoning pose systemic risks to the 

trustworthiness and integrity of AI systems themselves. As demonstrated in the strategic foresight sec-

tion, the boundary between offensive AI tools and defensive mechanisms is narrowing, creating a com-

plex arms race between adversaries and defenders. 

Nevertheless, the same technologies that power these threats also offer potential solutions. AI-based 

anomaly detection, predictive behavioral modeling, and autonomous response systems are becoming 

essential components of modern defense infrastructures. Moreover, recent advancements such as multi-

modal AI models allow defenders to correlate inputs across modalities (text, video, audio) to detect 

deepfake content and coordinated misinformation. AI-powered honeypots are increasingly deployed to 

study attacker behavior in real time while misleading and containing adversarial actions. Likewise, AI 

watermarking technologies are emerging as critical tools for tracing and authenticating synthetic con-

tent, reinforcing the integrity of digital media. 

Equally important, however, is the human element. A greater emphasis on user education and adap-

tive cybersecurity awareness training will significantly enhance the effectiveness of these technical de-

fenses. As AI-generated content becomes more persuasive and indistinguishable from authentic com-

munication, well-informed users represent a crucial line of defense. Realistic phishing simulations, sce-

nario-based learning, and continual user testing can help mitigate the social engineering risks that AI is 

increasingly able to exploit. 

To counter the risks posed by AI-enabled cyber threats, it is vital that researchers, policymakers, and 

industry stakeholders work collaboratively to enhance regulatory frameworks, develop resilient AI ar-

chitectures, and promote global intelligence-sharing mechanisms. Continuous monitoring of AI misuse, 

red-teaming of security tools, and robust training of human users through adaptive awareness programs 

will be central to sustaining cybersecurity in an AI-driven era.  

In sum, while AI presents serious challenges to the security ecosystem, it also provides the tools to 

address them - provided the technology is harnessed responsibly, ethically, and proactively. 
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