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RESILIENCE AS A STRATEGIC PILLAR  
OF COGNITIVE SECURITY 

This article explores resilience as a strategic response to the emerging challenges of 
cognitive warfare, increasingly acknowledged as a critical security threat of the twenty-first 
century. It argues that resilience should be conceived not merely as a defensive measure, 
but also as a political and social resource essential to safeguarding cognitive sovereignty. 
Drawing on a critical review of scholarly literature, NATO and EU strategic documents, as 
well as selected case studies of cognitive operations, the study identifies key psychological 
and societal vulnerabilities alongside mechanisms that can reinforce resilience. The 
practical implications underscore the importance of fostering public awareness, 
strengthening digital and emotional competences, consolidating institutional frameworks, 
and deepening international cooperation. 

Keywords: cognitive security, cognitive resilience, social resilience, cognitive 
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1. INTRODUCTION 

The contemporary security environment is characterized by the complexity, dynamism, 
and multidimensionality of processes that redefine the traditional understanding of peace 
and war. In the second decade of the 21st century, conflicts have increasingly moved 
beyond the traditional field of military operations (Buzan, Hansen, 2009) to encompass the 
digital, informational and cognitive spheres. Such changes necessitate an interdisciplinary 
approach to security and adaptability – the capacity of states and international organisations 
to swiftly respond to evolving circumstances and bolster social resilience. In the 
contemporary era, armed conflicts and crises are becoming increasingly characterised by 
rapid information dissemination, thereby rendering geographical boundaries increasingly 
obsolete. Such an environment has been shown to foster integration and international 
cooperation, yet simultaneously creates potential for destabilising actions that compromise 
the internal cohesion of states and organisations. The notion of volatility, uncertainty, 
complexity, and ambiguity (VUCA) encapsulates the prevailing characteristics of this 
contemporary reality. These qualities have been identified as significant impediments to 
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the establishment of stability, thereby placing considerable strain on decision-making 
processes and increasing the probability of erroneous outcomes. The conventional 
boundaries that delineate the concepts of war and peace, friend and foe, and combatant and 
civilian are becoming increasingly indistinct. A significant aspect of contemporary warfare 
is the execution of operations that fall below the threshold of overt military confrontation. 
This approach facilitates the achievement of strategic objectives without the necessity for 
direct armed confrontation, whilst concomitantly impacting the defensive capabilities and 
political stability of the adversary (Pacek, 2022).  

Against this backdrop, the concept of cognitive warfare has emerged as a central feature 
of contemporary operations, equivalent in significance to traditional forms of conflict. 
NATO analyses and reports consistently identify Russia and China as states at the forefront 
of developing techniques to manipulate cognitive processes, compelling Western countries 
to devise effective counterstrategies (Tögel, 2023). Bernard Claverie and François du 
Cluzel underscore that the very essence of cognitive warfare lies in its covert nature: its 
effects typically become visible only at a stage when it is already too late for an adequate 
response (Claverie, du Cluzel, 2021b). Increasingly, conflicts are being waged in the 
cognitive domain, where the struggle revolves around perceptions, emotions, and the 
decision-making capacities of individuals and societies (Le Guyader, 2022). 

NATO is contemplating the potential expansion of its catalogue of operational domains 
to encompass the human dimension, conceptualising it as a prospective “sixth domain” that 
would be situated alongside established domains such as land, sea, air, space, and 
cyberspace. In a study prepared for Allied Command Transformation, Andrew Cole and 
Hervé Le Guyader posit that the concept of a purely cognitive domain would be overly 
restrictive, as it would confine activities exclusively to cognitive processes. Instead, they 
propose the broader concept of the human domain, encompassing emotional, cultural, and 
social aspects that increasingly shape the course of conflicts (Cole, Le Guyader, 2020). As 
Le Guyader (2022) observes, this domain facilitates the exertion of influence over an 
adversary's thoughts and decisions without the necessity for direct confrontation, which is 
invariably costly and risky. Consequently, the human being, the mind, and decision-making 
processes are beginning to be regarded as a new operational space requiring long-term 
incorporation into NATO doctrine and strategic planning (Claverie, du Cluzel, 2021b; 
Tögel, 2023). 

In 2023, Linan Huang and Quanyan Zhu proposed the concept of cognitive security as 
a new research direction in the field of Human-Cyber-Physical Systems (HCPS) protection. 
In such systems, the human being serves not only as a user but also as an integral 
component, interacting with technology and exerting a direct influence on its functioning. 
This suggests that cognitive processes may be regarded as both a target of attacks and  
a potential source of vulnerability. Research in this field has hitherto been primarily 
concerned with threats within the cyber and physical domains. The human factor has been 
examined principally from the perspective of reliability, understood as the minimisation of 
human error. However, the present situation calls for a more comprehensive approach, one 
that acknowledges the possibility of cognitive errors stemming not only from unintentional 
mistakes but also from deliberate manipulation by an adversary. In this context, a new 
category of research is required: cognitive security. This new category aims to protect 
cognitive processes against intentional interference and manipulation. It is therefore 
imperative to regard cognitive security as an essential and complementary dimension of 
HCPS protection. It encompasses both the safeguarding of cognitive processes and the 
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development of human resilience as a fundamental element of the security structure, whose 
role is pivotal in the conditions of complex, hybrid threats (Huang, Zhu, 2023). 

The development of resilience should be multi-level in nature, encompassing the 
individual level (cognitive and emotional competences), the social level (trust, shared 
narratives, and community bonds), the state level (appropriate regulations, institutions, and 
public policies), and the international level (cooperation and the establishment of global 
standards) (NATO, Warfighting Capstone Concept, 2021). The following three arguments 
provide a comprehensive rationale for this assertion. Firstly, it ensures long-term systemic 
stability. Even if individual attacks prove effective, a resilient society is capable of 
maintaining continuity of functioning and restoring internal cohesion. Secondly, it fulfils a 
preventative function by reducing the vulnerability of individuals and communities to 
manipulation and disinformation. Thirdly, it carries a normative dimension, as it 
strengthens the foundations of democracy: pluralism, deliberation, and institutional trust. 
In this sense, resilience is not merely a component of security but also a political and social 
resource that conditions the ability to maintain cognitive sovereignty, understood as 
autonomy in the interpretation and assessment of reality (Brcic, 2025). In the era frequently 
designated as the “disinformation epidemic” (Wardle, Derakhshan, 2017), multi-level 
resilience emerges as a pivotal security asset, determining the survival and development of 
democratic states and societies in the 21st century. 

2. COGNITIVE WARFARE AS A SECURITY THREAT 

The term 'cognitive warfare' is also referred to as 'cognitive conflict' or the 'war for 
minds', and constitutes a growing threat to contemporary states and societies. The 
fundamental nature of this phenomenon can be understood through its deliberate 
interference with the perceptual, decision-making and emotional processes of individuals 
and entire social groups. In contradistinction to conventional armed conflicts, cognitive 
warfare does not necessitate the utilisation of physical force. Its efficacy is predicated on 
the employment of contemporary digital technologies, media, and psychological expertise 
for the dissemination of disinformation and the manipulation of public opinion. This 
approach constitutes a form of asymmetric action, encompassing the systematic targeting 
of an adversary's cognitive processes. The outcome of this action is not only a shift in 
beliefs but also a lasting transformation in the perception of reality, behavioural patterns, 
and value systems (Morelle at al., 2023). When analysing this phenomenon in the context 
of security, the main objectives of cognitive operations can be identified. Their primary 
objective is to effect a change in social perception by influencing opinions and attitudes in 
key areas such as national security, international politics, or national identity. The crux of 
these actions lies in the exacerbation of polarisation and social disintegration, achieved by 
amplifying internal conflicts and antagonisms, which consequently lead to chaos and the 
erosion of social cohesion. Cognitive operations also encompass the weakening of trust, 
the undermining of the authority of state institutions, political elites, and the media, as well 
as the appropriation of control over public narratives, primarily through the creation and 
dissemination of disinformation (Skrabacz, Więckowski, Pajka, 2025). 

The long-term impact of cognitive operations on democratic states is a matter of 
significant concern. These efforts may encompass attempts to undermine and dismantle 
international alliances, as well as to influence citizens' propensity to engage in defence 
activities. Moreover, there is an increasing tendency to interfere in electoral processes, with 



172 M. A. Siewier 

the result that democratic mechanisms of legitimising power are being disrupted through 
disinformation campaigns, fake news, or visual content (Claverie, du Cluzel, 2021b). 

The basis of cognitive warfare is the synergistic application of advances in the NBIC 
sciences, namely nanotechnology, biotechnology, information technology, and cognitive 
science. The convergence of these fields gives rise to new opportunities for conducting 
both military and non-military operations, exerting influence on soldiers and civilian 
populations simultaneously (Claverie, du Cluzel, 2021a; Etter, 2002). 

Cognitive warfare not only redefines the battlefield but also transforms the traditional 
understanding of the actors involved in operational activities. In classical security theories, 
the principal actors were nation-states, international organisations, or armed groups. In 
contrast, within the realities of contemporary cognitive conflicts, non-state actors play an 
equally significant role. These include technology corporations, hacker groups, automated 
communication systems (bots), influencers on social media, as well as ordinary users who 
often unknowingly support the activities of parties conducting cognitive operations 
(Claverie, du Cluzel, 2021a.). 

In this context, the individual transitions from functioning solely as the recipient of 
operational actions to concurrently assuming the role of executor. The attack is not directed 
against information systems or physical infrastructure; rather, it is aimed at destabilizing 
the cognitive system. It is sufficient for the target to lose trust in public institutions, to cease 
distinguishing facts from opinions, and to withdraw from civic life-remaining indifferent 
to surrounding reality and passive in the pursuit of truth – for the adversary to achieve its 
objectives. Such actions generally result in disorientation and induce decision-making 
paralysis in the target. The progression of a cognitive attack is delineated by the concept of 
the kill chain of cognitive attack, which comprises a series of stages culminating in the 
effective manipulation of cognitive processes. The process commences with the methodical 
compilation and examination of data concerning the prospective victim. This facilitates the 
adversary's ability to ascertain objectives and modify tactics, techniques, and procedures 
(TTP). The subsequent stage entails the exploitation of human cognitive vulnerabilities, 
including limited attention, memory errors, and cognitive schemas. A critical element of 
this model is the monitoring and adaptation phase, in which the victim's responses serve as 
the basis for real-time adjustments. For instance, time pressure may be increased for 
cautious individuals or emotional messaging may be intensified for those more susceptible. 
Subsequently, the manipulation is reinforced and disseminated across wider social circles, 
exploiting trust and interpersonal relations. In essence, cognitive influence permeates 
human-cyber-physical systems, exerting an influence not only on individual choices but 
also on the cybernetic and physical components of infrastructure. The kill chain of cognitive 
attack demonstrates that cognitive warfare is not confined to simple disinformation but 
rather constitutes a complex, adaptive, and multi-stage process in which the human mind 
becomes both the battlefield and the vector of systemic destabilization (Huang, Zhu, 2023). 

The 2021 NATO Warfighting Capstone Concept (NWCC) delineates the long-term 
trajectory for the development of the Alliance's military instrument of power up to the year 
2040. The prevailing hypothesis suggests that the future of strategic competition will 
unfold within a multidimensional and multi-domain environment encompassing the 
physical, cyber, and cognitive domains. It is the latter – namely, the capacity to influence 
an adversary's awareness, perception, and decision-making processes – that is increasingly 
recognized as one of the most critical areas of NATO's future operations (NATO, 
Warfighting Capstone Concept, 2021). In NATO's strategic vision for the evolution of 
warfare, two imperatives within the cognitive dimension are of particular importance: 
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cognitive superiority and layered resilience. The concept of cognitive superiority refers to 
the Alliance's capacity to attain a comprehensive understanding of the strategic and 
operational environment, as well as of adversaries, through the utilization of data, 
predictive analytics, and information technologies. This capacity of NATO to detect threats 
more rapidly, anticipate adversary actions, and make more effective strategic decisions is 
a key factor in generating both decision-making and operational advantage. This notion is 
further elaborated in the concept of layered resilience, which involves the establishment of 
multi-level, mutually reinforcing protective mechanisms across both the military and 
civilian spheres. This concept signifies the capacity to uphold the continuity of institutional 
operations, command structures, and societies, even in circumstances of crisis, information 
warfare, or protracted strategic pressure. The combined effect of these two imperatives 
constitutes the foundation of an effective response to cognitive warfare. Cognitive 
superiority facilitates the early detection and neutralization of threats, while layered 
resilience ensures the durability and cohesion of security systems in the face of attempts to 
disrupt cognitive and decision-making processes (NATO, Warfighting Capstone Concept, 
2021). 

3. VULNERABILITY TO COGNITIVE INFLUENCE 

Cognitive vulnerabilities represent a pivotal domain of research in the field of cognitive 
security, as processes of perception, attention, memory, and cognitive operations can be 
intentionally disrupted or influenced by an adversary. Each of these mechanisms is 
indispensable for effective functioning in a complex information environment; however, 
they are encumbered by biological and psychological limitations that increase the potential 
for attacks within Human-Cyber-Physical Systems. The analysis of these vulnerabilities 
enables the identification of potential attack vectors, the detection of points of particular 
susceptibility, and the design of defensive mechanisms aimed at strengthening users' 
cognitive resilience. Cognitive security, as an interdisciplinary field, necessitates the 
concurrent consideration of technical, psychological, and social dimensions. Cognitive 
attacks are defined as deliberate manipulative actions designed to interfere with individual 
decision-making processes. These attacks may manifest in various forms, ranging from 
phishing and information manipulation to sensory overload within the framework of 
Information Denial of Service (IDoS) attacks. An examination of these mechanisms reveals 
that humans are not merely users of a system, but also its potential weakest link (Huang, 
Zhu, 2023). 

The development of resilience necessitates an comprehension of the human cognitive 
process, which comprises distinct stages that facilitate the reception of stimuli, their 
selection, processing, and decision-making, ultimately resulting in specific behaviors. The 
initial phase of this process is perception, which entails the reception of environmental 
information through sensory organs such as vision, hearing, touch, smell, and taste. This 
information is then interpreted within the framework of prior experiences, knowledge, and 
expectations (Goldstein, 2014). This process, while foundational, is not without its 
limitations. Factors such as optical illusions, sensory disturbances, or situational context 
can lead to the misinterpretation of stimuli (Gregory, 1997). 

In the subsequent stage, attention plays a pivotal role by functioning as a filter that 
reduces the excess of stimuli and directs cognitive resources toward information deemed 
most relevant and urgent. This mechanism serves to safeguard the cognitive system from 
potential overload; however, it concomitantly engenders vulnerability. Phenomena such as 



174 M. A. Siewier 

inattentional blindness and change blindness have been demonstrated to cause individuals 
to “look but not see”, thus overlooking significant elements of their environment (Mack, 
Rock, 1998; Simons, Chabris, 1999). The information that is selected by attention is then 
transferred to working memory, a system with limited capacity and retention time, where 
it remains accessible for immediate use (Baddeley, 2012; Oberauer, 2019). While working 
memory is critical for reasoning and decision-making, it is susceptible to overloading, 
which can lead to an increased likelihood of errors, reliance on heuristics, and susceptibility 
to informational manipulation. In accordance with load theory, an elevated perceptual load 
has the capacity to suppress distractors. However, cognitive load on working memory 
paradoxically heightens vulnerability to distraction (Lavie, 2005). 

Finally, higher-order cognitive processes – including reasoning, learning, and decision-
making – integrate information from earlier stages of cognition, transforming it into 
concrete actions. However, this level is also characterized by vulnerabilities, including 
cognitive biases that can distort judgments and choices, creating opportunities for 
adversaries to exploit in the context of cognitive attacks. This suggests that each component 
of the cognitive process – perception, attention, memory, and cognitive operations – has 
the potential to serve as a vector of attack. Accordingly, the cognitive process model 
functions not only as a theoretical framework for analyzing the workings of the human 
mind but also as a foundation for designing cognitive defense strategies within Human-
Cyber-Physical Systems. In order to effectively enhance the resilience of individuals and 
organizations, such strategies must synthesize technological, psychological, and social 
perspectives (Huang, Zhu, 2023). 

Classical research on heuristics and cognitive biases has demonstrated that under 
conditions of information overload, individuals often rely on simplified evaluation 
strategies, which lead to systematic distortions in perception and judgment. The 
confirmation effect is a psychological phenomenon in which individuals are predisposed 
to accept content that aligns with their preexisting beliefs. The availability heuristic, on the 
other hand, refers to the tendency of people to perceive events that have received significant 
media attention as more probable than those supported by statistical data. In a similar vein, 
the illusory truth effect – defined as repeated exposure to the same content – has been 
shown to imbue that content with an unwarranted sense of credibility (Kahneman, Sibony, 
Sunstein 2022; Kahneman, 2012). 

It is important to acknowledge the role of emotions in cognitive operations. Research 
has demonstrated that fear promotes defensive behaviors, whereas anger increases the 
propensity to take risks (Lerner, Keltner, 2001). In this sense, disinformation narratives are 
often designed to evoke negative emotions, thereby constraining the capacity for critical 
reflection and encouraging the acceptance of simplified explanations (Weeks, 2015). These 
mechanisms act synergistically with identity processes. The natural tendency to categorize 
society into “us” and “them” groups (Tajfel, Turner, 1979) fosters cognitive polarization 
and the formation of echo chambers, within which opinions become increasingly 
radicalized (Sunstein, 2017). 

An additional factor that exacerbates cognitive vulnerabilities is the allure of conspiracy 
narratives. As demonstrated by Jan-Willen van Prooijen and Karen M. Douglas (2017), in 
conditions of crisis and diminished sense of control, individuals are more likely to adopt 
simplified, coherent, yet false explanations that combine true and untrue elements in ways 
that make them difficult to falsify. The architecture of digital information ecosystems 
serves to amplify these psychological mechanisms. Recommendation algorithms on social 
media platforms, designed to maximize user engagement, promote the personalization of 
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content, which in turn reinforces preexisting beliefs and fosters the creation of information 
bubbles (Pariser, 2011). 

Automated communication tools, including bots and troll farms, facilitate the large-
scale dissemination of narratives and the creation of an illusion of spontaneous grassroots 
support, a practice often referred to as astroturfing. The development of artificial 
intelligence further amplifies this phenomenon. Generative AI techniques allow for the 
production of images, recordings, and texts that are virtually indistinguishable from 
authentic materials. This increases the risk of social destabilization and the erosion of 
public trust in an environment already saturated with information (Chesney, Citron, 2019). 
One of the most widely discussed examples of the political use of data and algorithms was 
the Cambridge Analytica scandal, in which the analysis of social media data enabled the 
microtargeting of electoral messages, significantly enhancing the effectiveness of 
manipulation (Isaak, Hanna, 2018). Furthermore, the absence of algorithmic transparency 
and the arbitrary nature of content moderation decisions serve to exacerbate the ongoing 
trust crisis, which in turn becomes a tool of destabilization (Napoli, 2019). 

Cognitive operations have been demonstrated to be particularly effective in societies 
marked by high levels of polarization and erosion of trust. The phenomenon of echo 
chambers and filter bubbles, which are mechanisms that foster radicalization of attitudes 
and hinder social dialogue, have been shown to amplify susceptibility to manipulation. 
During periods of social or economic crisis, conspiracy narratives tend to proliferate, as 
individuals experiencing a diminished sense of control often resort to adopting simplified 
explanations. The crisis of authority among traditional media and experts further 
contributes to the prominence of alternative sources of information, which often fail to 
meet established standards of reliability (van Prooijen, Douglas, 2017; Sunstein, 2017). 

At the systemic level, cognitive warfare is defined by a clear cost asymmetry: creating 
and spreading disinformation is fast and inexpensive, while its verification and 
neutralization demand time, expertise, and substantial resources. Christopher Paul and 
Miriam Matthews (2016) describe the Russian firehose of falsehood model, in which large 
volumes of contradictory messages flood the public space, producing confusion and 
epistemic fatigue. In a similar vein, Brad Allenby and Joel Garreau (2014) point to 
weaponized narratives – political stories deliberately designed to frame events in specific 
ways and to shape how societies perceive reality over the long term. 

Cognitive warfare is not merely a transient form of propaganda; rather, it represents a 
new architecture of conflict in which the human mind itself becomes the primary 
battlefield. Its strength derives from the interaction of psychological, technological, social, 
and systemic factors, which together create a self-reinforcing mechanism that is difficult 
to interrupt. Effective defense requires the cultivation of cognitive resilience – understood 
as the ability of individuals and communities to engage in critical thinking, metacognitive 
reflection, and the conscious use of information – while simultaneously rebuilding social 
trust and enhancing technological transparency. Such an integrated approach is essential to 
safeguard cognitive security in an era of intensifying strategic competition (Lewandowsky, 
Ecker, Cook, 2017). 

4. MULTI-LEVEL RESILIENCE BUILDING 

The origins of the concept of resilience can be traced back to the 1970s and are most 
closely associated with the field of developmental psychology. In his seminal studies on 
children growing up in adverse conditions, Norman Garmezy (1971) observed that some 
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exhibited the capacity to sustain healthy development despite the presence of significant 
risk factors. Converging findings were reported in Emmy E. Werner, Jessie M. Bierman, 
and Fern E. French longitudinal research in Hawaii, which systematically documented 
individuals' capacity for recovery and adaptation in the face of poverty, family stress, and 
health problems (Werner, Bierman, French, 1977). In the subsequent decade, within the 
domain of sports psychology, a related yet distinct construct, namely "mental toughness," 
began to emerge. James E. Loehr (1986) advanced the notion that the success of elite 
athletes is not solely determined by their competencies or physical conditioning, but also 
by their capacity to maintain elevated levels of performance under pressure. This concept 
was soon applied in other domains, including education, business, and management. 
Contemporary models, such as the 4C framework, identify four core dimensions of 
resilience: viewing difficulties as challenges, maintaining consistent commitment, 
exercising control over one's actions and emotions, and sustaining confidence in one's 
abilities (Strycharczyk, Clough, 2024). Consequently, mental toughness does not signify 
the absence of stress; rather, it signifies the capacity to harness stress constructively as a 
source of adaptive strength. In the military context, the concept of resilience has acquired 
strategic significance. Soldiers, akin to athletes, function in conditions of extreme pressure 
and risk. In such circumstances, mental fortitude is instrumental in determining their 
capacity to make sound decisions and maintain operational effectiveness despite fatigue, 
danger, or losses. In 2016, NATO incorporated resilience into a broader framework, 
defining it as the ability of individuals, units, and institutions to maintain operational 
readiness in the face of persistent adversarial actions (NATO, Commitment to enhance 
resilience, 2016). In this perspective, resilience is conceptualized as a collective resource. 
It has been demonstrated to strengthen morale, cohesion, and a community's capacity for 
survival. Furthermore, it has been shown to reduce the risk of disintegration under 
conditions of loss or enemy disinformation and propaganda. 

With the evolution of hybrid conflicts and the expansion of operations in the 
informational and cognitive domains, the category of cognitive resilience has emerged. 
This concept denotes the capacity of individuals and communities to critically analyze 
information, detect manipulation, and preserve autonomy of thought under conditions of 
narrative pressure. Cognitive resilience has garnered increased recognition as a pivotal 
defensive resource, serving to shield against disinformation, propaganda, and 
psychological pressure. Moreover, it facilitates the maintenance of clarity of thought and 
emotional stability. It is imperative to recognize that this is not a static state; rather, it is a 
dynamic process necessitating continuous refinement. The rapid development of artificial 
intelligence, augmented reality, and new forms of communication has led to the generation 
of novel cognitive threats. Consequently, defensive strategies must remain adaptive and 
flexible, capable of responding to the evolving conditions of the information environment 
(Pacek B., Pacek P., 2023; Janowski, 2019). Cognitive resilience today constitutes  
a fundamental response to the threats generated by cognitive warfare. Its examination 
requires a multi-level perspective – spanning individuals, communities, states, and the 
international system – while its practical implementation has become one of the central 
challenges of contemporary security policy. 

At the individual level, cognitive resilience serves as the foundational element of the 
comprehensive system that is designed to safeguard against cognitive warfare. The pivotal 
juncture at which the decision is made to either accept or critically assess incoming 
information occurs within the mind of an individual. Psychological research has 
demonstrated that the cultivation of cognitive, emotional, and digital competencies has 



Resilience as a strategic pillar of cognitive security 177 

been shown to significantly mitigate susceptibility to manipulation (Kahneman, 2012). At 
the core of this approach is critical thinking, which encompasses the analysis of sources, 
the identification of logical fallacies, and the evaluation of the credibility of information 
(Gadacz, 2024). Media education that emphasizes these competencies enables individuals 
to identify manipulative techniques such as cherry-picking, false analogies, and ad 
hominem arguments. The Finnish educational system, widely regarded as a leader in media 
education, demonstrates that the early integration of such elements into school curricula 
substantially enhances young people's resilience to disinformation (Buckingham, 2007). 

Emotional awareness is equally crucial, as cognitive operations frequently utilize fear, 
anger, or a sense of threat. Individuals who are capable of recognizing and regulating their 
own emotions demonstrate a lower susceptibility to manipulation. A growing body of 
research has demonstrated that mindfulness practices have the potential to enhance an 
individual's capacity to maintain emotional detachment from highly charged content 
(Chiesa, Calati, Serretti, 2011). This notion is further supported by the concept of 
metacognitive competence, which is defined as the ability to introspectively evaluate one's 
own cognitive processes. Individuals who engage in self-reflection, questioning the 
rationale behind their beliefs, are less susceptible to cognitive biases such as confirmation 
bias or the availability heuristic (Jarmuż, 2023). 

An essential component of individual resilience is epistemic humility, defined as an 
awareness of the limitations of one's own knowledge and a willingness to revise it. 
Research indicates that individuals who embody this attitude are more likely to seek out 
alternative sources of information and to remain open to correcting erroneous beliefs 
(Jarmuż, 2023). In the digital age, cognitive resilience is contingent upon digital literacy. 
This entails a comprehensive understanding of recommendation algorithms, an acute 
awareness of the dynamics of information bubbles, and the adept use of verification tools 
such as fact-checking and reverse image searches (EU DisinfoLab, 2025). 

The concept of individual resilience is multifaceted, encompassing a set of cognitive, 
emotional, and digital capacities that facilitate critical information processing and reduce 
susceptibility to manipulation. The development of this skill set necessitates a dual 
commitment: first, to formal education, and second, to individual self-directed learning. 
The necessity of strong individual resilience for the development of societal, state, and 
international resilience has been underscored by NATO documents. 

Cognitive resilience at the level of communities and societies constitutes a crucial 
dimension of protection against the effects of cognitive warfare. Even individuals who are 
well-prepared cognitively and emotionally are unable to maintain resilience in conditions 
of deep polarization, erosion of trust, or the breakdown of social bonds. Consequently, 
community-level initiatives must prioritize the cultivation of cohesion, the promotion of 
social capital, and the construction of integrative narratives that supersede divisive ones 
(OECD, 2022). 

The foundational pillar of social resilience is trust – both horizontal (between citizens) 
and vertical (in institutions). Research demonstrates that high levels of trust reduce 
susceptibility to disinformation, whereas its erosion fosters suspicion toward all sources 
and creates space for conspiracy narratives (OECD, 2022). A second pillar is social capital, 
understood as networks of relationships, norms, and trust that enable cooperation for the 
common good. Societies with high social capital have been shown to exhibit greater 
capacity for solidarity and self-organization, which facilitates countering disinformation 
and mitigating polarization (Putnam, 2000). Equally significant are media pluralism and 
independent journalism. Access to reliable and diverse sources of information has been 
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demonstrated to reduce the risk of narrative monopolization by a single group. In this 
capacity, the media function as intermediaries, linking the state and citizens. The crisis of 
mainstream media, which is linked to the processes of commercialization and the erosion 
of authority, weakens this mechanism and expands the space for alternative outlets. These 
outlets often serve as vectors of manipulation (Benkler, Faris, Roberts, 2018). 

The cognitive resilience of communities and societies is predicated on structural pillars 
– trust, social capital, and media pluralism – as well as cultural factors such as values and 
narratives. It is imperative for societies to demonstrate not only the capacity to maintain 
cohesion and solidarity, but also the ability to respect pluralism, in order to effectively 
counter cognitive warfare. 

Cognitive resilience at the level of the state and public institutions constitutes  
a cornerstone of security strategy in the era of cognitive warfare. While individuals and 
communities may develop their own defensive capacities, only the state possesses the 
resources necessary to establish the legal, institutional, and strategic frameworks that 
safeguard the entire information environment. In this sense, state-level resilience is 
systemic in nature – it integrates educational, regulatory, and operational measures into  
a coherent framework of public policy (OECD, 2022).  

One of the primary instruments for strengthening state-level resilience is media and 
digital literacy. Through the education system, the state can cultivate citizens’ cognitive 
and digital competencies, thereby enhancing their ability to recognize manipulation. 
Finland, often regarded as a model case, has integrated media literacy into curricula at all 
levels of schooling, significantly improving skills in critical information analysis (OECD, 
2015). 

Regulatory policies toward digital platforms are also of critical importance. States have 
the capacity to establish legal frameworks that mandate greater algorithmic transparency, 
faster responses to disinformation, and accountability for online content dissemination. 
(UE, 2022). The concept of institutional resilience encompasses the development of 
operational capabilities. These capabilities include institutions tasked with monitoring the 
information environment, analytical centers, and units dedicated to counter-narratives. An 
illustrative case is the NATO StratCom Centre of Excellence in Riga, which conducts 
research and training in strategic communication and supports member states in countering 
disinformation (NATO StratCom COE, 2025). 

Another crucial area is the support of independent media and fact-checking initiatives. 
Rather than restricting pluralism, the state should invest in projects that enhance the quality 
of public debate and facilitate citizens’ access to reliable sources of information. 
Collaboration between the public sector and civil society organizations further strengthens 
the resilience of information ecosystems (EU DisinfoLab, 2020; Benkler, Faris, Roberts, 
2018). 

At the strategic level, it is essential to integrate cognitive resilience into national 
security policy. NATO underscores that cognitive warfare constitutes a significant threat 
in the contemporary world, which implies the need to treat the protection of citizens’ 
cognitive processes as a national security priority (NATO, Warfighting Capstone Concept, 
2021). Equally important are inclusive and transparent policies. States that ensure 
transparency, uphold the rule of law, and respect freedom of expression are less vulnerable 
to disinformation. Conversely, authoritarian regimes – despite employing aggressive 
strategies of information control – face, in the long run, a crisis of trust and erosion of 
legitimacy (Puddington, Roylance, 2017). 



Resilience as a strategic pillar of cognitive security 179 

The concept of state and institutional resilience is comprised of three fundamental 
domains: education, regulation, and security strategy. States that demonstrate the capacity 
to integrate these elements can effectively mitigate the consequences of cognitive warfare 
and provide their citizens with informational stability. Conversely, the absence of such 
integration signifies that even highly resilient individuals and communities remain 
vulnerable to manipulation in the face of institutional weakness. 

Cognitive warfare is inherently transnational, transcending state borders and spreading 
globally through digital networks and social media platforms. As a result, cognitive 
resilience cannot be conceptualized solely within national frameworks; it requires 
international coordination, harmonized regulations, and institutions capable of addressing 
cross-border threats. Since 2020, NATO has advanced this agenda by developing research 
and training initiatives aimed at identifying and countering cognitive operations. Notable 
examples include the NATO StratCom Centre of Excellence in Riga and the NATO 
Innovation Hub in Norfolk, which analyze disinformation campaigns, design counter-
narratives, and assist member states in strengthening their defensive capacities (NATO, 
2021). 

The European Union has likewise sought to reinforce information resilience through 
the work of the European External Action Service (EEAS) and the East StratCom Task 
Force, which monitor disinformation and provide member states with tools to mitigate its 
effects. Regulatory instruments such as the Digital Services Act and the revised Code of 
Practice on Disinformation impose stricter requirements for transparency and 
accountability on digital platforms (EU, 2022). At the global level, the United Nations 
promotes initiatives focused on digital security and the protection of human rights online, 
while the United Nations Educational, Scientific and Cultural Organization (UNESCO) 
advances Media and Information Literacy (MIL) programs designed to foster cognitive 
skills and critical thinking (UNESCO, 2013). Cognitive resilience is increasingly 
recognized as a global public good that requires a collective response from the international 
community. Public-private partnerships are central to this effort, as technology companies 
such as Meta, Google, and Microsoft possess the resources and tools necessary to detect 
and counter manipulative campaigns. Collaboration between states, international 
organizations, and the private sector is therefore indispensable (Microsoft, 2021).  

5. CONCLUSIONS 

In summary, cognitive resilience has emerged as a pivotal component of security in the 
era of cognitive warfare, wherein the objective is to diminish the capacity of individuals 
and societies to engage in critical thinking and make sound decisions. These attacks take 
advantage of cognitive biases, emotions, and the dynamics of digital environments, leading 
to the dissemination of disinformation, polarization, and the erosion of trust. Addressing 
these threats necessitates a multi-level approach, which includes the following: 
strengthening the cognitive and emotional competences of individuals, reinforcing 
community cohesion, building robust state institutions, and fostering international 
cooperation. Resilience, therefore, cannot be regarded as a static condition; rather, it is  
a dynamic process that must adapt to rapidly evolving technologies and narratives. Its 
development is imperative for maintaining stability, cognitive sovereignty, and the 
capacity of democratic societies to function under conditions of intensifying strategic 
competition. 
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In practical terms, it is imperative to incorporate the development of cognitive 
resilience into national security strategies and educational programs, with the objective of 
fortifying cognitive competences from the earliest stages of learning. Investments in 
autonomous media outlets and institutions specializing in the verification of factual 
information are of equal importance. These investments contribute to the enhancement of 
the quality of public discourse and the reduction of the domain in which disinformation 
can proliferate. A further priority is the development and operationalization of procedures 
for responding to international threats, enabling rapid and coordinated countermeasures. 
These efforts should be complemented by the creation of reliable indicators of resilience, 
including levels of social trust, vulnerability to manipulation, and the capacity of 
institutions to swiftly recover functionality after cognitive attacks. 
 
The author has read and agreed to the published version of the manuscript. 
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