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HYBRID WARFARE AS A STRATEGIC TOOL FOR
SHAPING POLICY OF THE RUSSIAN FEDERATION

The security policy of the Russian Federation hasgylcreated threats and
imposed its will on Russia’s neighbors and otheioma. In recent times, Russia
uses the concepts of hybrid warfare to move cdsfland crises to neighboring
countries without political consequences or anightrviolation of international
law. The use of hybrid war methods in relation tkrdine proved to be partially
effective and showed Russia’s will and capabiliiesun such operations. These
tactics circumvent possible engagement of the NAGR@ European Union (EU)
members in enforcing international consequencedraptmentation of Article V
of the Washington Treaty. The aim of the articledsanalyze the hybrid warfare
concept employed by Russia, its methods and impradATO and United States
policy in all political aspects of the modern wordoreover, the present article aims
to present the perception of that concept by westations. Study methods include
a critical analysis and synthesis of reliable sesrwithin the research. This study
supports a deeper understanding of the complekityeohybrid warfare model, and
allows for the reader to draw practical conclusion$iow to combat hybrid warfare
by a single nation and multinational organizations.

Keywords: international security, Russian Federation, hybvatfare, new gene-
ration warfare.

1. INTRODUCTION

The issue of “hybrid warfare” has been a broadlcdssed in relation to bloodless
annexation of Crimea and ongoing war in Ukrainehds trapped academic and military
theoreticians into that broadly discussed topichinitarticles and during academic
discussions. The popularity has been growing aedrding to Michael Kofman just “in
two short years, the word has mutated from desggibow Moscow was fighting its war
in Ukraine to incorporating all the various elengeof Russian influence and national
power” therefore it has become “the Frankensteitheffield of Russia military analysis; it
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has taken on a life of its own and there is no obsiway to contain it” (Kofman, 2017). It
was often used in the context of ongoing moderitnadf the Russian armed forces to
claim that it is part of building capabilities.Was to visualize that the Kremlin approach is
not specifically about developing ‘muscles’ onlyllyying more equipment but it was also
about using other than military ‘soft’ tools to dbage the West. It was supporting by
energy security related challenges, accusation tabopporting European radical and
conservative parties, playing with oil and gas atiter political and economic measures
taken. However, it was also to present that Russmlitary thought is continuing
development and it is no longer Second World War @old War type concept aiming to
use conventional power exploiting tenets of mass @ncentration of forces. The last
decades have been recognized as a demonstratiothéhaountry is ready to use all
available conventional and nonconventional tools/@li-coordinated and sequenced way
to achieve desired end state. It required an andween the West nations to face
comprehensive and coordinated threats and chaBeaggusting own structures and
capabilities. The paper is covering a theoretiadkiground of the term recognizing its
origins and interpretations. Specifically the Rassiheoretical framework was mentioned
in the context of perception of threat to the counits influence on theory and practical
implementation by NATO countries was also coveteds followed by considering its
conventional aspect in the context of current Rarssactivities about new ways of
conducting warfare.

2. HYBRID WAR’ AS MODERN SECURITY CONCERN

In general it is recognized that the ‘hybrid wagfaconcept is not new as historically
nations were using variety of tools to achieve mesaims by challenging an opponent
using available options. Frank Hoffman is discugdiybrid warfare in thdoint Forces
Quarterlyand he is introducing historical case studies afsidpetween Sparta and Athens.
He is recognizing that wars have always been mornepéex than just struggle between
armed forces, but the new hybrid wars are diffeirengiture. It is allowing him to recognize
that “hybrid threats incorporate a full range ofdas of warfare, including conventional
capabilities, irregular tactics and formations,rdést acts that include indiscriminate
violence and coercion, and criminal disorder. Threa#i-modal activities can be conducted
by separate units, or even by the same unit, leuganerally operationally and tactically
directed and coordinated within the main battlecep@ achieve synergistic effects in the
physical and psychological dimensions of confligfbffman, 2009).

Hoffman is strongly highlighting that hybridity rot only linked with non-state actors.
For him, what is very dangerous and challengingitilization of that type of warfare by
state actors is making any conflict very damagingnditary conflict could be preceded by
non-military actions, which could be destructive Bmy state by attacking all its vital
functions. Current security challenges, as posembloymilitary actors in the South Europe,
are presenting it very clearly. Those are using apportunity offered by democratic
nations to challenge them exploiting their wayif#. It is requiring all governmental and
military organizations to be more adaptive aneduires complex, Whole-of-Government
Approaches toward security as “the political, sggueconomic and social spheres are
interdependent: failure in one risks failure in aithers” (Whole of Government
Approaches...). It is linked with experiences comirgm regimes changes in the Middle
East when the dictators were not ready and abkuteive public disappointment. The
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situation there had been shaped through vyears nigath establishing building
disappointment, recognition of inequality and cieatof local powers capable to face
dictatorships. Such an initial indirect and nonéitia local forces’ approach had transferred
into uprisings and civil wars, which with exterrsaipport have changed the whole security
situation there allowing. Nevertheless, as sidectffit has allowed emergence of many
radical movements’ as those have found a ‘windoapgfortunity’ to aggressively forward
their dangerous ideas.

The consequences still have been visible as oiléraguation in the whole region with
global implications. North Africa is a hot spotlfof radical movements, rebels, religious
groups and fractions fighting for power causing dnugovement of refugees to Europe.
Among them, there are also radicals being readyatd their ‘hybrid warfare’ on European
ground; the war, which is already on going. Thesdes learned were drawn by Russian
political and military leadership based on assuamptihat Western countries are using many
non-military methods to change regimes and polis¢aation in targeted countries. It was
supposed to be aimed to create preconditions id imternal opposition. It was linked
with using local forces by sponsoring them to begirest and later to change government
or to overthrow dictators with support from outsidefunding, arming of delivering missed
capabilities e.g. air power, precise strikes, ligehce, training etc. It was partially true in
the case for example Libya but it was specific avé@perations and specific internal
situation in that region. That approach was nobéoimplemented in any scenario and
against any country. Even in Ukraine so called fid/tapproach was not fully working, as
there was a requirement to deploy Russian armegd$dor direct combat and by utilizing
artillery support, intelligence to preserved gankieved by local volunteers, paramilitary
units, and mercenaries. The open borders were slipgdransit of weapon and units to
continue the war.

The term ‘hybrid warfare’ is broad and it has maoynponents as it includes parallel
and coordinated use of conventional and unconvesitivays and assets to achieve desired
political — military end state. It was raised bylNdim Nemeth from the Naval Postgraduate
School in the thesis titled “Future war and Cheehrgy case for hybrid warfare” who
recognized that “hybrid societies are a mixturehaf modern and the traditional. Hybrid
societies in turn have organized hybrid militarycfes, and it is these forces that will
challenge military and diplomatic planners in tiéufe” (Nemeth, 2002). He recognized
Chechen war as ‘hybrid’ covering Chechen society farces claiming “operationally,
hybrid military forces are superior to western fscwithin their limited operational
spectrum. Their main strength lies in the hybridtslity to employ modern technology
against its enemies as well as its ability to oecaitside the conventions governing war,
which continually restrains its modern foe” (Neme2002).

It was recognized that such the type of warfamoitducted rather by no-state actors
than national ones. That term has however staotda tmore popular after Russian Chief
of General Staff General Valery Gerasimov publisttesl paper I(epacumos, 2013;
Thomas, 2016) as it was recognized that state actieved desired end state using skilful
combination of ‘soft’ and ‘hard’ power with the feg on the former. It was allowing
denying of applying the term ‘war’.
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Fig. 1. The Role of Non-Military Methods in the Regmn of Interstate Conflicts
Source: (Harding, 2016).

What is notable, in that interesting paper Gerasiimaot discussing the term of ‘hybrid
warfare’ at all and he is rather discussing thenglka in new reality of ‘nonlinear’ warfare
recognizing that “the role of non-military waysrieaching political and military goals has
raised, which in some cases significantly excedldegower of armed forcesl"§pacumos,
2013). The outcome of that thinking is presentitiigation of both conventional and non-
conventional means in a sequence of follow-on phasan operation. It is related to his
perception of threats, which are being faced bysRuas expressed during a speech in the
Academy of Military Sciences. He said “Russia fagdsoad range of multi-vector threats,
especially linked to the use of soft power: poditjdiplomatic, economic, informational,
cybernetic, psychological and other non-militaryam&’ as the result “the main result of
Russian military science should be practical, legdihe way in formulating new ideas and
thinking on these issues” (Roger McDermott, 2016f3.approach as of the famous article
in 2013 has been also called ‘Gerasimov doctriire’'which the role of non-military
measures is very strongly expressed within alptieses as presented on fig. 1.

Military capabilities are used from phase WBfisis after strategic deterrence and
deployment supplemented by constant informatiorratjfmss. Phases | to 11l are based on
implementation of other than military tools. As Riasin suffering as of economic
sanctions, it is considered by Kremlin to be urateack by Western powers using economic
tolls supported by political pressure and war ifoimation, cyber and other domains.
External support for opposition and building broadealitions including extension of
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NATO and EU are also treated as directed againssiRuT herefore, Gerasimov was rather
discussing the ‘new generation warfare’ as a typwarfare directed against Russia by
external powers including an intent to initiatelour revolutionto change the government
and weaken the country. Russian military thinketangined lessons learned from Iraq,
Libya and wars in Chechnya and Georgia to initiatgbrid’ type warfare in Ukraine
surprising the West. It has been used to undenmglitiqal objectives to restore the nation’s
role as global player, to restore influence withiear border’ and in the long term to ensure
better position in the context of ongoing changethé security landscape of Asia.

Roger McDermott recognizes “the non-existence dRussian hybrid doctrine, or
approach to warfare per se. Rather, accordingggtblic remarks, Gerasimov sees the
need to respond to the United States and the Maldimtic Treaty Organization (NATO),
which he claims are forming such capabilities” (MeBiott, 2016). Likewise, Nicu
Popescu states “the term itself is a Western desamni of Russian military practice, rather
than a conceptual innovation originating in Russiat “the West is carrying out its own
hybrid operation against Russia in the shape ofasrmampaigns and the imposition of
economic and financial sanctions” (Popescu, 208#ilarly, Kofman is claiming that the
term has strongly overwhelmed mind in the West dp@iart of many conferences talking
about the same using variety of approach&spfran, 2016). Therefore, Gerasimov was
talking “about how the West shapes the battlefigldr to intervention, not suggesting that
Russia must do the same” (Kofman, 2017). He reezeghwhat tools and ways could be
used against Russian in the current and futurdéigadlenvironment by the West nations to
challenge the country. The team Sergey Shoygu amé@l Gerasimov was to move armed
forces modernization forward as decided and apprdyePresident and implementation
was speeded up. The symbol of the whole governamgmoach was the National Defense
Control Centre (NDCCG)merging all national bodies involved in defencei® command
and control centre. Gerasimov had also very petgeaaons to publish such the paper, as
he “was keen to establish himself as a reformingega supportive of the new Defense
Minister Sergei Shoygu who was eager to continuh ®fforts albeit in modified form.
Consequently, he chose to return to the theme ofsiBn views of future warfare”
(McDermott, 2016b).

It was also based by broad historical and militanpwledge of the General and his
experiences when commanding troops.

Kofman is linking complex approach with George Enikian memo on political warfare
as “the employment of all the means at a nationimroand, short of war, to achieve its
national objectives. (...) They range from suchrbaetions as political alliances, economic
measures, and ‘white’ propaganda to such coveratipas as support of ‘friendly’ foreign
elements, ‘black’ psychological warfare and everoemagement of underground resistance
in hostile states” (The memo: Kennan, 1948). Theetipments in Russian ‘near border’,
changes of regimes in Middle East, caused Anthasrgl€&man linked the new perception
of warfare with fact that “Russian military offieenow tied the term ‘Colour Revolution’
to the crisis in Ukraine and to what they saw aewa US and European approach to warfare
that focuses on creating destabilizing revolutimnsther states as a means of serving their
security interests at low cost and with minimal uzdges” (Cordesman, 2014). Those
attempts to initiate a revolution are set of owmrt covert operations united by clearly
defined end state and supported by proper fundimgcaalified manning not forgetting

3 NDCC - also known as National Defense Managemente€en
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about strategic patience as it takes time to aehielvat is expected. The attempts to be
ready to face such the threat was highlighted bsa&eov who “has called on leading
military theorists and specialists as well as teéings industry and the government to
jointly develop a ‘soft power’ strategy to countdre potential threat from ‘colour
revolutions™ (McDermott, 2016a). He mentioned tieed to develop variety of both soft
tools supported by hard conventional power as sgmted by armed forces (external threat)
and National Guard (internal threat). The later snleased on assumption that “’coup’ in
the colour revolution model is regarded by Moscavadorm of hybrid warfare conducted
by foreign powers against Russia’s interests” (Mehat, 2016a). Such the ideas were
supported by Russian leading military theory, Ar@gneral Makhmut Gareev, the
president of the Academy of Military Sciences.

3. THE WEST PERCEPTION OF THE CONCEPT

The complexity of ‘Hybrid Warfare’ has been recaggd by NATO in the report
Multiple Futures Project. Navigating Towards 2088leased by the Allied Command
Transformation to “identify potential roles withihe military realm that NATO could
consider emphasizing for 2030” and among them #edrto adapt “to the Demands of
Hybrid Threats” (Multiple Futures Project, 2009uch the type of warfare adopted by
NATO’s adversaries is “both interconnected and adjmtable, combining traditional
warfare with irregular warfare, terrorism, and arigad crime. Psychologically, adversaries
will use the instantaneous connectivity of an iasiagly effective mass media to reshape
or summarily reject the liberal values, ideas, fied markets that characterise the Alliance”
(Multiple Futures Project, 2009).

As an effect, an enemy will use all opportunitigthim engagement space to influence
the NATO nations’ economy, politics to weaken thesmity, to harm societies, to shape
information domain exploiting unconditionally alaognized vulnerabilities. In the case of
adversaries represented by nations the varietgssiple tools is incredibly vast. In general
“risks and threats to the Alliance’s territorieqpplations and forces will be hybrid in
nature: an interconnected, unpredictable mix ofliienal warfare, irregular warfare,
terrorism and organised crime” (Multiple Future®jBct, 2009). What is noticeable the
document is not mentioning Russia at all even thaihg document was published after
Russian — Georgian war in 2008. However, recomme@maare highlighting the necessity
to “develop a culture where leaders and capatsldiee well suited for irregular warfare or
the hybrid threat, while simultaneously maintainiRTO’s conventional and nuclear
competency” (Multiple Futures Project, 2009) and 80 many nations possess strong
enough power to challenge NATO nations. One of de@f such the risks is that the
NATO Article V could not be implemented as of theegtionable nature of such the threats.
It is also important to mention that the naturéngibridity is causing the need to integrate
European nations much closer as military threabtshe major one.

All the prerequisites of an aggression could be-mditary in nature asking all
European actors to cooperate closely; cooperatiimiuropean Union will be one of key
facilitators to face weaknesses and threats nexiaser internal consolidation of each
single Alliance nation. The ‘hybrid warfare’ was ttea of discussion during NATO
Summit in Wales to

"address the specific challenges posed by hybridanathreats, where a wide
range of overt and covert military, paramilitarypdacivilian measures are
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employed in a highly integrated design. It is efaéthat the Alliance possesses
the necessary tools and procedures required to aederespond effectively to
hybrid warfare threats, and the capabilities tofoece national forces. This will
also include enhancing strategic communicationgld@ing exercise scenarios
in light of hybrid threats, and strengthening caoation between NATO and
other organisations, in line with relevant decisidiaken, with a view to
improving information sharing, political consulats, and staff-to-staff
coordination. We welcome the establishment of tAd @-accredited Strategic
Communications Centre of Excellence in Latvia as@aningful contribution to
NATO's efforts in this area. We have tasked thekwar hybrid warfare to be
reviewed alongside the implementation of the RezstinrAction Plan” (Wales
summit declaration..., 2014).

The document widely discussed Russian annexatiorCrirhea and support for
separatists in the West Ukraine.
The hybrid warfare is highlighted in U®int Operating Environment JOE 2035

“a number of revisionist states will employ a rangfecoercive activities to

advance their national interests through combinatiof direct and indirect

approaches designed to slow, misdirect, and bluntessful responses by
targeted states. These hybrid stratagems will lsggded to spread confusion
and chaos while simultaneously avoiding attribuod potentially retribution”

(Joint Operating Environment, 2016).

Russia in mentioned as a country, which is trymfptward national regional interests
along with an attempt to go back to global scengrast power. The document is also
highlighting that US armed forces’ advantage invantional war domain caused potential
adversaries to look for other than military tooly bdevelopment of asymmetric,
unconventional, irregular, and hybrid approachégint Operating Environment, 2016).
The threats are treated in broader spectrum, alsgrgphically, as US is involved directly
in many regions and each of them is possessingieribaracteristics. Adaptation based on
throughout analysis of specific dimensions of themparately is one of challenging tasks to
ensure that particular centre of gravity of a refige ‘hybrid war’ is properly recognized
and engaged decisively.

NATO’s Annual Report 2015 defining the hybrid challenges by “combininditary
and non-military means of inflicting damage or ¢ireg instability” (The Secretary
General’'s Annual Report, 2016) and it was recogh&® not new phenomenon. However,
the scale, speed and intensity are requiring neys\waprepare to face, to deter and finally
to defend against such the evolving threats. luireg consolidation of all available
resources to ensure that “a wide range of overtawmdrt military, paramilitary, and civilian
measures are used to disrupt, confuse, damage evcece- Allies agreed to develop
a strategy on NATO's role in countering hybrid veae’ (The Secretary General's Annual
Report, 2016). In the case of NATO, a consolidateategy is of critical importance based
on consensus of all member nations as it is allgwlieveloping proper tools to face threat.
The term ‘smart defence’ is one of facilitators develop those asking nations to
complement capabilities in harmonized way. The regohighlighting the importance of
non-military assets preparedness as military sastheavily relying on civilian assets in
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transportation, manpower, satellite communicatiod bBost nation support (The Secretary
General’'s Annual Report, 2016). It is obvious tiwéthout such the readiness and support
operations cannot be conducted within protractedlicb and their sustainment will not be
reliable. The report is mentioning aggressive behavas presented by military activities
next to NATO's borders and it is recognized byistathat an unpredictable country is
challenging the security in Europe (The Secretaepdtal’'s Annual Report, 2016). NATO
is the main military arm of Euro-Atlantic communibyt close cooperation with European
Union as strategic partner must be maintained arthreced to utilize fully politic,
economic and civilian instruments of power orcregstl with military one.

NATO Secretary General Jens Stoltenberg discussdxutitd warfare’ as

“the dark reflection of our comprehensive approatfe. use a combination of
military and non-military means to stabilize cousdgt Others use it to

destabilize them” and he admitted “hybrid warfar@othing new. It is as old as
the Trojan horse. What is different is that thalesds bigger; the speed and
intensity is higher; and that it takes place rigiitour borders” (Keynote

Speech..., 2015).

Stoltenberg highlighted that it is of great impoda to understand the nature of such
the threat to deter it and defend against as erismging variety of tools to exploit any
recognized weakness. The soft tools could be just

“a prelude to a more serious attack; because behiary hybrid strategy, there
are conventional forces, increasing the pressuck ready to exploit any
opening. We need to demonstrate that we can ahdatipromptly whenever
and wherever necessary” (Keynote Speech..., 2015).

When asked about the role of soft power and hakdepaepresented by NATO the
Secretary General recognized the importance of oderlining that

“we need classical conventional forces. Hybridbsut reduced warning time.
It's about deception. It's about a mixture of naifiy and non-military means. So
therefore we have to be able to react quickly amiftlg. And so when we are

increasing the readiness and the preparedness &droas, well that is also an
answer to the hybrid threat. When we are doing nmiacrease our capacity
when it comes to intelligence, surveillance, re@ssance, then it's also an
answer to hybrid threats... So to increase the cépatthe readiness of our

conventional forces is also part of the answerytorid” (Keynote Speech...,

2015).

The NATO Warsaw Summit in July 2016 in Warsaw aiscognized a possibility of
‘hybrid attacks’ among security challenges fromestand non-state actors. In that context
“resilience and ability to respond quickly and effeely to cyber-attacks, including in
hybrid contexts” (Warsaw Summit Communiqué, 20¥&ated an officially recognized an
important domain of security. The ‘hybrid warfatbreat was defined as where “broad,
complex, and adaptive combination of conventionalmon-conventional means, and overt
and covert military, paramilitary, and civilian nseges, are employed in a highly integrated
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design by state and non-state actors to achievie tigectives” (Warsaw Summit
Communiqué, 2016). To achieve success

“the primary responsibility to respond to hybridehts or attacks rests with the
targeted nation. NATO is prepared to assist an Athany stage of a hybrid
campaign. The Alliance and Allies will be prepatedccounter hybrid warfare
as part of collective defence. The Council couldidie to invoke Article 5 of
the Washington Treaty. The Alliance is committeeti@ctive cooperation and
coordination with partners and relevant internalamrganisations, in particular
the EU, as agreed, in efforts to counter hybridfavef (Warsaw Summit
Communiqué, 2016).

The challenge is however how to define the boragwben conventional attack and
‘hybrid’ allowing full implementation of Article \based on consensus of all the nations. It
is connected with the risk of leaving targeted ¢das alone during critical period of an
attempt to seize those using “little green men’e Warsaw Summit recognized the need
to cooperate closely with European Union as stiategrtner based on the complexity of
threats and lack within NATO proper tolls to fabede being non-military in nature.

In general, the definitions and perceptions of igiy’ are differing but in essence, the
nature is the same based on the need to utilizpoalsible tolls, which are suitable to
successfully engage an opponent. The utilizaticall@vailable tools is linked with type of
political system as decision-making and freedoms® military and non-military means is
easier in the case of authoritarian systems; ofseoif those are ready and aware about
threat. It is giving an advantage over democraditoms as non-military options could be
exploited based on single authority or ruling alitéecision in protracted way not taking
into consideration people’s opinion. Armed forcesl daw enforcement troops could be

employed even faster leaving an opponent no reattite to face the threat

4. THE IMPLEMENTATION OF THE CONCEPT BY RUSSIA

Moscow is using ‘hybrid’ approach very skilfullydosing on comprehensive use of
political and military domains supported by constamcertainty regarding military
intentions and developments. It partially achiegtedired outcome by destabilizing security
in the region, by questioning NATO and Europeanddnenlargement to the East and
challenging NATO by exposing its weaknesses anddircapabilities. Nevertheless, what
is noticeable, still nuclear capabilities are ofienajor deterrence factors. The ongoing
continuity of exercises and large-scale mobilizaioas it happened at the end of August
2016, are keeping NATO in uncertainty about thd eéas of Russia. This unexpected
verification of armed forces readine$sifzannas nposepka..., 2016) was a demonstration
toward the outcome of the Warsaw Summit and NAT@'sision to deploy battalion size
units to the East Europe. Such initiatives of then8it as: The United States’ European
Reassurance Initiative, the Transatlantic Capghiiithancement and Training Initiative,
UK-France Combined Joint Expeditionary Force coh§@farsaw Summit Communiqué,
2016) or the Visegrad Group decision to provideatiohal presence and to conduct
exercises in Baltic States in 2017 are importahe iBsue is always linked with the size and
readiness to use all the units in time to face eggion especially an unexpected one.
Nevertheless, NATO Secretary General did not excldilogue next to extended
deterrence (Opinion piece by NATO, 2016). So fodvaresence should be linked with
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dialogue and showing the force. The nations arerstanding role of conventional power
and such the lack of power is recognized as weaknesgth to be exploited after softening
enemy denying use of full capabilities in limitéehéframe.

The scale of snap check exercises was to provedialioyment of multinational
battalions is rather minor combat power comparelremlin’s readiness to mobilize not
only military but also non-military capacities inat time to conduct large scale operations
to achieve desired end state. An exemplificatiomewmanoeuvres in August 2016 with
units from three military districts (Central, Waste Southern MDs), Northern Fleet,
Aerospace Forces and Airborne Troops. It was afsggmdition for the Strategic level
command-staff exercise of the Southern Militarytfdi$ codenamed “Caucasus 2016” with
some 12 500 troops supported by aviation and heguipment. It was followed in October
2016 by large-scale exercise of Russian civil degemvolving some 40 min people
nationwide. The exercise “Zapad 2017” was a show aaontinuity of large-scale
manoeuvres with nuclear scenarios as during “Z&0®" and “Vostok 2010” exercises
to threaten nations, which deployed troops to Bakigion. That comprehensive approach
to operations involving all the national assetsupported by NDCC.

Russia is continuing modernization of armed formegard modern battlefield and it
must be treated very seriously as the huge effagt done presenting new capabilities and
readiness to act decisively in the limited timefedmased. It is supported by very short chain
of command and decision-making cycle allowing veslbrdinated utilization of all
available national assets. To facilitate it the NDRas the same manning and structure in
peace and war time. It is able to utilize all naéibnon-military and military capabilities at
5:1 (4:1) ratio within joint effort to facilitateojnt multi-institutional comprehensive
approach and “if implemented as planned — shouhtty improve Russia’s speed of
reaction and information exchange, assisting inifgrits coordinated capabilities for
hostile action still further” (Giles, 2016). Thearige of the command and control system
was redefined by creation of four military distsi@nd adjustment of force structure. Initial
focus on creation of independent and more powdsfigades subordinated to military
districts was revised as exemplified by recreatbri® Guards Tank Army in the West
Military District, reorganization of the J0Army and decision to create three new divisions
based on existing combat, combat support and cosapaice support units (Carik, 2016).
The creation of the National Guard in April 2016assupport that trend allowing using
other than military assets to cover security ofical political, military and economic
infrastructure and to enhance readiness to coméritouterritorial defines in a case of any
attempt to endanger the territorial integrity of fRussian Federation.

The theory of the ‘hybrid warfare’ is practiced abib by Russian military and military
assets to gain more experiences how to deal withheaat coming from inside and outside
of the country as it is linked with terrorist orgaations inside Russia and also threat of
internal ‘colour revolution’. It is practiced in 8§ using combat units and also private
military companies (PMC). The latter are still tegal in Russia but they are recruiting its
citizens and they also have Russian leadershiporary to the Foreign Policy already in
2013 Russian mercenaries from the “Slavonic Cowex'e fighting Islamic State in Syria.
In addition, its successor, PMC ‘Wagner’ “has béighting major battles in both Ukraine
and Syria — including battles of Palmyra” (Mill&0Q16;0nu cpaxanucs..., 2016; Sparks,
2016; Galeotti, 2016).
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5. CONCLUSION

Sun Tzu has recognized that “Hence to fight andquen in all your battles is not
supreme excellence; supreme excellence consistsrdaking the enemy’s resistance
without fighting” (Sun Tzu, Translated by Lionell€s, Part I1l) and this also part of current
strategic thinking in Russia. The old type thinkie¢ated to Cold War period is over and
there are no longer capabilities to conduct suchelscale operations to conquer vast
territories. The definition of Frank Hoffman recdgjng current warfare as “a tailored mix
of conventional weapons, irregular tactics, temri and criminal behaviour in the same
time and battlespace to obtain [a group’s] politadgectives” (Kofman, 2016) is up to date.
It is understood and implemented by leadership gpoonents as NATO and EU are
challenged other than military ways to weaken thengestroy their internal cohesion, to
deepen internal divisions. The challenge is howethet perception of that approach to
warfare is differently understood among nation$alé direct consequences in investing in
armed forces development and not fully implementivggconcept of the whole government
approach. It could be visible by variety of politiparties’ perception of threats, different
priorities in economic development lacking unifioate.g. within energy security and deals
related to transfer of gas and oil.

Currently tools allowing influencing adversarieslardvancing and global market and
economy are supporting evolution of warfare by agdimuch stronger than in the past,
variety of options to be exploited. Combinationcoitinuous build-up of armed forces,
National Guard along with private security and taily companies is ensuring that there is
no threat for Russia to be attacked from outsidls.dlso ensuring close control of internal
situation to keep opposition under control, to nggEnerrorist threat and to face any ‘colour
revolution’ attempt inspired by external powersislipartially linked with recognition of
power of popular movements which are capable toghany government and historically
Russian citizens were able to change the wholetigadlisystem effectively. Parallel,
development of military and law enforcement captdd is a facilitator of using other
instruments of power supported by skilfully utitigi information and cyber domains. The
‘hybrid’ approach is visualized and explained iref@simov doctrine’ and capabilities are
available. The challenge is how long those coulgteserved as of economic reasons. In
short term until 2020-2022 it is doable but in ldagm the situation must be improved to
avoid implosion of the current system.

The answer from the West nations must be decisidétanust include all possible tools
to pressure Russia constantly. It must be conduatednuch consolidated way in
harmonized effort of all members of European anatlantic communities as any signal
of lack of cohesion or hesitation will be exploitadainst them. The ‘hybrid’ threat is
requiring comprehensive answer to face them by a@teting all available resources
within each single nation and also within secuntganizations. To face them NATO
agreed ,a hybrid strategy to cope with the fast-mgwehallenges posed through a range of
military and non-military means” (The Secretary @el's Annual Report, 2016).
However, it is necessary to remember that complexitchallenges must be faced by
complex and coordinated approach related not owmlyldny propaganda, information
campaigns, cyber-attacks and other soft non-mjlitastions to deny the West nations
ability to react and to undermine their cohesiothat domain Russia is already successful,
as “concerted effort to establish networks of paditinfluence has reached into Europe’s
core. Be they Putinverstehern, useful idiots, agehinfluence, or Trojan Horses, the aim
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is the same: to cultivate a network of organizatiand individuals that support Russian
economic and geopolitical interests, denounce thefd European integration, propagate
a narrative of Western decline, and vote againstpglicies on Russia (most notably
sanctions) — thus legitimating the Kremlin’s mititanterventionism in Ukraine and Syria,
weakening transatlantic institutions, and underngniliberal democratic values”
(Polyakova, 2016).

The report is linked with an effort to undermindioas which are the most powerful
European power influencing all the domains of éxgsstatus in all the domains of modern
societies. To deny further influence “European@pinakers can and should take common
action to expose, limit, and counter Russia’s afeto use economic leverage and
seemingly benign civil society activities to marlgge policy and discourse in open
societies” (Polyakova, 2016). The report is adgsthree sets of actions for France,
Germany and the UK as follow: to expose Russiatsvak of Trojan horses by shining
a light on opaque connections, to limit Russiafiugnce through government actions and
to reinvest in European values and democratictirigtn. Next to non-military means the
conventional capabilities must be preserved andldgvurther as military weakness could
be exploited by further territorial requirementsagnizing that Europe is focused only on
minor actions as deployment of limited forces t® Hast Europe believing that it is enough
to deter. The scale of Russian ‘snap exercisestleau scenarios and continuous
modernization of armed forces are something todkert very seriously investing in
capabilities to face an unexpected attempt to &urthange national borders. Solid analysis
must be done as there is a risk that “the actuakducapability will surely differ from
whatever it is that NATO and the EU are currentlgnping to counter” (McDermott,
2016b) causing a danger of being not preparedd® d@ponent on the future battlefield.
The problems caused to Russian economy by econsamictions are working although
slowly but in long term they will affect the couptasking for decisions. The danger is that
decisions could be linked with aggressive behavand that is requiring being ready for
the worst-case scenario within ‘new generation araffoptions.
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